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How to Prevent Hospital Staff from Violating EMR Privacy Policy: A Composite
Behavioral Model

Abstract

The purpose of this project is twofold. The first purpose is to explore the factors that can motivate
hospital employees to comply with privacy policy from deterrence perspective under the context of
electronic medical records. The second purpose is to explore the antecedents of behavioral
intentions to comply with privacy policy of electronic medical records among hospital employees.
Survey methodology was used to collect 289 responses from hospital staff in hospitals. The
collected data was analyzed using Structural Equation Modeling. The results demonstrated that
detection certainty, subjective norm, and descriptive norm significantly influence hospital staff’s
intention to comply with privacy policy in a positive direction. Further, ethics training on electronic
medical records also exercise positive and significant influences on punishment severity,
punishment certainty, detection certainty, perceived vulnerability, perceived severity, subjective
norm, descriptive norm respectively.

Keywords: Electronic medical records, deterrence theory, medical records privacy policy,
protection motivation theory
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£ Bl (Siponen & Vance, 2010) -

I AT L SR

Loch et al. (1992) & el AT G TR T AL 22 RPEFLAN LET HA G P INE
A FER A o P AP IMBEANRLI P X T E-H TS G A G (Human)# 2t 4 % (Non-human)
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’ P\

i\4
X

ARPIRB KRR R o P LR PR R e AR AR
LF Y (Powersurge) & Fl& 5 h IR A AR PRI FRE N F R A LS PREFEX R

‘%&@W‘ﬁiﬁ%$°Jﬁﬁﬂﬁﬁ@%ﬂ’kruigmmﬁlﬁﬂﬂmfmm
3 & gty 4 gh2 - (Willison & Warkentin, 2013) > 38 F 1 973 = gl o0 b 28
;i_(Straub 1990) - Appari and Johnson (2010)#-‘e s F il iE = 4 % & 5 7 B Kk °
7| = % (Organizational threats) 2) kB (Systemlcthreats) CETE AR AR A Ry
li“?ﬂf@u%ﬁ Rh IR AR ST KSR Ak AR %Jﬁ FRtn
WA > TR ehger ﬁ%? PR HE P BRADHRTAAPR o @ P S AT

%gﬂ’wWﬁle?ﬁaﬁge,ﬁﬁﬁa%fa@’%%’waf%%ﬁﬁlhw
e s B m-;rtsfﬁ AU i o TR L A S $HE 5 B~ (Baumer et al., 2000) - 4+ ¥t &
T Mt cnF ML > ALEE % Straub (1990) % 4% 41 3R 1 (454 (Preventive control)fr*a‘&b‘#’f’
+](Deterrent control) % ﬁ A AR A B T A E 2 O L A S IRIE T P
FRFE 22T ME KA SR 4551 (Guideline) 2 e K R de v H T ez &2
LR T m%ffiiiﬁ

;;yﬁ;/ﬁgﬁ?%ﬁ%ﬂ I A PR g B TR WX R ?:*inifj‘i’ﬁr'iﬁﬁf‘l

a@’i%?iﬁ%g%ﬂ%H#éwﬁﬁaﬁ&m@ﬁﬁﬂ’i&ﬁﬁW%{ﬁkﬁ%%
%ﬁ“ﬁﬁ%ﬁﬁa?ﬁﬂﬁﬁ%Mi’ﬂm§$§14@€ﬁaﬁ%’%iﬁjﬁ?ﬁ%
REE # & 4 1 1748 ¢ (Health Privacy Project, 2007) - ¥]* 5 i &+ Jp E 8§ 0% 2 F e
DA P ELP R I EF T RAER R 2R o

#

\'{..

)

\1

R

T SRR TP I
o gy
‘“\

1\':1
oy HE 2“4

4

I ~ 3 H #3723 (Protection Motivation Theory, PMT)

i3 5 1% 72 24 (Protection Motivation Theory, PMT)& % ¢ Rogers (1975)#% ! » 2 & P i
BT &7 (Fear appeal) § & i BT fodp - M T A FAGALAp B < 0 (Milne et
”mmyzxzm@ma%aﬁaﬁﬂ@ﬁaiﬁiﬁﬁﬁm’% R R IR LR L
TR 3 (Pervasive communication)sE 4% 0 ¥ 5z 24 & R LA 42 (Cognitive processes) i
® /i (Mediate) {7 5 :x % o
Rogers (1975)#% ) i f 41853 & p (A3 {IFE X gvﬁ; T 2% 4 (Fear appeal) | 13,
i > Rogers (1975):u 5 BRIEHF i1 &8 X 3= B %2 # TD)E-F 23 TR ERRE
(Magnitude of noxiousness) ; 2) & i 7 i Bl i7 5 &3 ij{flﬁ*ﬁ 7 rRFRavkRT o ZE
¢ 4 2 chis 5 (Probability of occurrence) ; 3)it 53 & > & i %*ﬁ TR ROER/IFIEH LT
t gt # 5 s (Efficacy of recommended response) o @ & F it 3 iz BEE R P -
@ﬂ%ﬁ%ﬁﬂagw¢Rmewaﬁ@ﬁ(mwmmmyamg@ﬁﬁﬁﬂﬁﬁﬁm%
ATEIIPE A BTG 0 ¢ 45 R A E 2 g 42 & (Appraised severity) ~ T8 & Rk
¥ s 5 (Expectancy of exposure){r¥t>t v i3y % 3 »xit ot < (Belief in efficacy of coping
response); z_ i » & o R A5 d FnAviEArenY /4 X BA 4T i%2E 6 4% (Protection motivation) | »
B ts {:ﬁ\ﬁ FRE B 8RR A B paER/FR 0 2 (Rogers, 1975) -
B 1975 & 3 M iRE R RIT A2 (5 0 L1 RIRER S IZS L { 2 0 Rogers (1983):n 5 R
e R IS IE G F iR T 837 0 B 378 MR #8334 (Rogers, 1983)4p LE R Rem e R
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£3 7 BRATREAE Y AAREN Y BRI PEIEE I DRBRGT FRTra AL

1 (Perceived severity) ; 2):% = %% 4 4% & (Perceived vulnerability) ; 3) & ®2u 5 FIR 7 5 it 59 4%

f PR P (Tr BT 5 07 2id)(Response efficacy) s 4) & B s poe i RIFFIRF G D
b A (PRI FFRF S ap Ak )(Self-efficacy) 2 5)w & = $ 97 = * (Response cost) °
BT BiERiEALRS A4 TiRE | oIk i (Rogers, 1983; Tanner et al., 1991) -

o~ SJIH

= #3235 (Deterrence Theory) s & k4= # if % T Thomas Hobbes (1588-1678) ~ Cesare
Beccaria (1738-1794)1= Jeremy Bentham (1748-1832) (Onwudiwe et al., 2005) - 3% 32 %48 AL >+ @
Fje B B pmakaryg B 2 2 2% (D’ Arcy & Herath, 2011; Onwudiwe et al., 2005) » H i & 4 2k
- A RAPTERFLNIRARIE PR FE A KA RRERAJIE2 ﬁ’»“ it ra 2
i A B it @ dd) (Sanction) B fE L < Bofe B 2 4F 24 (Straub, 1990) o Rl iE-
AE R SAZD S K(Gibbs, 1968) o i kX ML ¥ £ 40 1 5 T (Gibbs, 1968) s s EL
%%@%ti’fii%&ﬂ%%ﬁé’%?E—iéﬁgi%éﬁaﬂ%’%mﬁﬁlé
7R R €N e UHRRE S ok )8 T2 R Do ge B ) AR R AR B
ToREPEREFARPRE LRI ATAAT PR FLE S 2aigt ho ek Bl

R EUREN S TF A 3)%%* g SRRt s g2 TERLINZESF 0 B E RS o
“E_%FL?”‘)%—QAETHPW':; i /i'?#ﬂ "TI\%#"E’ﬁ_ﬁ-’%ﬁ” ‘E‘ﬁlﬂbﬁljﬁ?p
> 7 ¥ (Guo & Yuan, 2012) -

f Tl 2R 3 ) dp P A 2R 244 A A (Non-legal costs) (Pratt et al., 2006) » ¥ it & 7 4-§

7 e (Social disapproval) ~ p 2 % 3% (Self-disapproval) ~ i 4G B HFrE > bldof 7 2 (7 5 A JE
EFP % FHei ¥ (Guo & Yuan, 2012; Piquero & Tibbetts, 1996) » 2k @ 72 £ (7 5 & % Jf i
J172 2 en i i (Siponen & Vance, 2010) » ik 45 17 AL = I % % & 45 (Meta-analysis) 2 % » 2t
Pl A B T LR R RS TS 2 E L2 B3 (Prattetal., 2006) - &
WL H e A g 5 T Bl L2 U T T E o RN R E R AR N T g o LR
H_FEE 2HE 7 5 (Pratt et al., 2006) o & #IZ A ik 12 1 Ny e 7 = B A & 384 (Gibbs,
1968; Tittle, 1969) : 1) fx & +(Severity) ~ 2)#x 2} (Certainty)£2 3) = |+ (Celerity, Swiftness) -
VWA - BT 1968 £ kLA Bt B \mﬁﬁ&@%”’” wwmﬁﬂpiwwéﬁ
> (Onwudiwe et al., 2005) » #£ PP 5 1968 & =+ 4 1 A5 F S %E S H2h > L% 5 5%
@%‘JE‘S::E‘_'I&? S P A EACT < i /AL I N I NI L (Onwudlwe et al., 2005) -

TL?;WAF‘ Fragce oo LA Ep E"Ep%-‘?i‘éﬁ' S hCF AL IR A H 2 -
(Straub 1990 D’Arcy et al., 2009b; D’Arcy & Herath, 2011; Herath & Rao, 2009a; Herath & Rao,
2009b) > ARG E HEE A L R AP AR 3 APy B Hm AR L F B g £ 45 (Pratt et al,
2006) > fe H-pt IR AE * At T X 22E F LAY ’“er" Iz gk fring 3 - R(D’Arcy &
Herath, 2011; Guo & Yuan, 2012) > & P & #-= B2 mE % 20 Fh 4 % > £ R LT 3 i i
FLREA 5 R e

i
X

EYN
L.

M*ﬁ ml

g AE Y SR 3 R R )2 RE RS R T A A
TEARMARRS 2 T T AT (Ao 3-1 47 ) SR M R LG TE 70l N A 2t b
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E@Jh Py s ugEE o N )%@ RES B 0 AR ) BE ABR o) R TARR

SR TR o @ el 2 TR ERCS A 7 #* (Onwudiwe et al., 2005) o 2R el B E AR R fre
TFE AR R T 7 S5 PR RT3 - RIL % -D’Arcy and Herath (2011)32. % i = i fd % % 7 -
RETL G A FIF G A3 AR~ B o R fofT 3 AP IR (o R R - A v REA
izt a4 = 2 B)Prad = o a3 %8> 9 > D’Arcy and Herath (2011)» 238 ¥ 4r » G4ep
Nprdl~ T Mo p Adtae ARG A S (T BRI ﬁl?ﬂ«w:ﬁé@g{’ Wik - TR S T

AFHET AP HEERAT AP ORET SBEETRORY  BEFRE L REDFLEL
FEOoRT RS FRT - RORE O BAERE EFHFIREHN R IB BT RL 2
FER2Z AT BT mF “73 &(Guo & Yuan, 2012) > i7 F & — ¥ eriF ~ £ 31 0 p BLELY Pratt et al.
(2006) 4 4 R FEIL G TR TR EFF L L EHR - R o

%031 SHREA T A E AR AT TR R

. I 5 2N )
i BERRE AR =W FEA
Hovav and D’Arcy (2012) X \Y, N/A Vv
Hovav and D’Arcy (2012)° V \Y; N/A X
Kankanhalli et al. (2003) \Y X N/A N/A
D’Arcy et al. (2009b) \Y/ X N/A N/A
Herath and Rao (2009a) \Y/ \ N/A N/A
Herath and Rao (2009b) \Y/ \ N/A \
Peace et al. (2003) \Y/ \ N/A N/A
Hu et al. (2011) X X X N/A
Li et al. (2010) X \Y N/A X
Zhang et al. (2009) X \ N/A N/A
Guo and Yuan (2012) X N/A N/A \/
Siponen and Vance (2010) X X
Siponen et al. (2010) \ N/A
Gopal and Sanders (1997) \ N/A

1V AE R FAM O X EMG28E NAZARY %8 ab £ MG RE
=~ FEEGAPMA L B

WL AL B E e B 7 5 2 Eip|(Gibbs, 1968) - fe i % o I % 4 i’;‘ﬁf-}%% 5%
PARR » ¢ Z R FARE > PR T EARM 2 %d%%ﬁ%ﬂ 2R A G
76 (Compliance) 2 i& ~ (Violation)2¢ 7 3t k& se38-* (Misuse) % #7 1 > 48 B #7 ﬁ,;uﬂ@ 4o o
C)FR* 2 REpLEF LS
1.1 Lietal. (2010)#i-5¢

Li et al. (2010) 2 32 14 % #% 32 34 (Rational choice theory) 5 225 2L #F > #7i¢ * 2 @ FHL
#Ap 2o Lietal. (2010)33 & 7 F F‘#« B 40 e s et i ¥ iﬁ‘?’\ﬁ i ) (T %
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B 32 s ED T TR & w246 5 AR B 0 5 5% 3 IR 1 P8 5 (Detection
probability) ~ % > k *& (Security risks) ~ zu4vz & (Perceived benefits) - i 4 4 (Personal norms)
MEXTRLLRERReRRY AP 55 L0 5§ 7 B4R d) B L 42 A (Sanction

severity) fr B 1 3 5 K BR*RAFEFSARLEFOEGEASEY 0@ SR
(Organizational norms)fr‘ ‘WPE(Organlzatlonal identification) P &7 & #2 55 4 45 o

Perceived Risk:
-Detection probability

-Sanction severity \%

-Subjective norms

(Informal sanction)
-Security risks

Internet use policy
compliance intention

Perceived benefits ’:/ Control variables:
N Sex
Organizational norms Internet experience
> Personal norms Monitor Internet
Organizational identification Disciplinary action

@] 3-2 Li etal. (2010)% 7 -5\
1.2 Kankanhalli et al. (2003) #i= 5"

Kankanhalli et al. (2003) i 35 = #3235 # 4o B 3-3 (07 7 > Fiddrm R e FT A%
RFEAE TR BRI AR Y A EY BT AT A o IR :5,?7%‘« ek
#Y 4 42 & (Deterrent efforts) - = #% p £ 47 & (Deterrent severlty)ﬂfr E Y 4 42K (Preventive
efforts) = b e S T L 2oty > BHSHEY 4 R (Deterrent efforts) ~ = #Ep & A2 &
(Deterrent severity)fr3g I+ % 4 42 & (Preventlve efforts)» 4 w| < 3 k= & 4.4 (Organization size) ~
® Py 2 ¢ X 4% (Top management support)ﬂfm?}r % 47 %] (Industry type)# 55 ; Kankanhalli et al. (2003)
FHRHERFTAE I AR E L vt 63 kA AT R T SEY 4 ﬁiﬁ:ﬂfﬂ?l‘f
YA RRREFRRE Tn FTME D22 0 @ i."«*ﬁ;%ﬁ.—liﬁé%? 4 7&:5‘. PRERE B
FAPFEHRHFF Y RATHIFVE  AFHC(ERAFMNEFVSICEY S 2R S *%
BE AR -

Organizational size Deterrent efforts
Top management support Deterrent severity IS Security effectiveness
Industry type Preventive efforts

) 3-3 Kankanhalli et al. (2003) 3 3t % 2 »xac #7 3 50

1.3 Siponen et al. (2010) -3¢

Siponen et al. (2010) iz 45 = {4 {7 5 323 (Theory of planned behavior) ~ % & % 12 24
(Protection motivation theory) ~ £ #7443 % (Innovation diffusion theory) ~ = #&32 34 (Deterrence
theory) & 7 323 » e IV EF £ A L FHE(eB 34 477 ) B L TR 2k ﬁ\@‘} i en
FRARE FEEEE L 0 LN 3180 PR v 917 K K 0 HEFRAHE
A~ w Tl o~ pA ~ F R BV ARSI B &ﬁﬁ@fﬂ&ik%ﬁm&ﬁ kg
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FRFE @ < fE(Deterrences)frill A F A% 2575 LM F R PFRAL 25RE 57
EREFERE

Normative beliefs
@ appraisal
Qelf-efficacy

Response

Intention to comply with
information security policies

Actual compliance with
information security policies

B 3-4 Siponen et al. (2010)#= 7 #=5¢
1.4 Herath and Rao (2009a) fi-3¢

Herath and Rao (2009a) 32 & 38 25 (Principal agent theory) 2 = 33234 5 A& > & 1 4r )
357 HH MBAR A HF R }_m@; AW R E I E % A B £ A (Severity
of penalty) ~ i plrz 2+ (Certalnty of detection)#zif 14 .4 7 & (Normative beliefs) ~ = & {7 %
(Peer behavior) £ 334+ F 3 % 2 5 i »xit (Perceived effectiveness)i=g ¥ #2585/ 1 @‘} HFNE
i A I

_______________________ . Policy compliance intention

R . A A
| Normative beliefs I)’

| Peer behavior |/:‘/ Control variables
: e i Gender, Age, Edu
Social pressure | I| Perceived effectiveness [ e '
_______________________ | ! [ Org size,
Extrinsic motivation ' Intrinsic motivation | IT/non-1TJob

) 3-5 Herath and Rao (2009a)# 7 #-5¢
1.5 Herath and Rao (2009b) -3¢

Herath and Rao (2009b) & & i%-2£ &5 #5322 ~ &,k 32 #; (Deterrence theory) NERCR N - S
;434 7 5 7% (Decomposed Theory of Planned Behawor)m ik (P 3 7 Hede B 3-6 TR ) 0 8L
78 # PF"EL:FL« a g 312 i» ’p";}l » 14T ﬁ'*‘f’_%‘« B {?E’;‘Eﬁ:" L i;ﬁ:%’i v BRI DR
R o B £ 47 & (Perceived severity of security breach) 2 38 2 & F Af Ja 42 & (Security
breach concern level) » @ % 2 5 F if o 42 % B2 55% 2 5T i & (Security policy attitude) ; 2) £ &
= zk(Response cost) ~ ¥ J&»xiy (Response efficacy) ~ p s 2aie BEBLX 2 A FK  )F AT B~

7 2 (Resource availability)®2 5 p # 2xiv 5 4) e 5k (Organizational commitment) #2585 i 7
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fefr R E 25T ;ﬁ # R B 5 5) i iplFz %12 (Detection certainty) ~ 2 AR F fracit (20 B P
Fd 2rc B W -

Response Response | Organizational
cost efficacy [ commitment
Resource
availability
Perceived severity of *

security breach %
Security breach Security policy elr-efticacy
Perceived probability concern level [~»| attitude

of security breach

Security policy

Punishment complianfe intention
severity : T
Detec_tlon Subjective Descriptive
certainty norm norm

] 3-6 Herath and Rao (2009b)#= 7 #i-3¢
1.6 Siponen and Vance (2010) i 5"

R fREBEL G R g} 7 F 3% 2L 0 Siponen and Vance (2010).%
(Neutralization)fr = #3234 & 1140 B 3-7 277 § 450 #4273 b & Fhle g
VSFHG S R LA A o AT R M SR MG 0 ¢ 3
sanctions)~ £ 5% &% (Informal sanctions)fr&« & (Shame):5 & 2 % ¥ g iRl f 1 & &
k2 75 LM e

Defense of necessity Sample [Scenario|Realism| Gender | Age | Work experience

\

Appeal to higher loyalty

Condemn the condemners .
Intention to

violate IS
security policy

Metaohor of the ledaer Neutralization

Denial of injury

Formal
sanctions

Informal
sanctions

Denial of responsibility

Bl 3-7 Siponen and Vance (2010)# % #i-5¢
1.7 Hovav and D’Arcy (2012) 43¢
Hovav and D’Arcy (2012) 7 ® #3123 2 A#H K N 4eB 3-8 T - HFH ENER R 7

2 LR T BTN ALY 2 FE o A Bfeii BR B 366 o 360 ik A TR %
#oOREFIRE R ATHREN Y o WG Al FE 2 (Perceived certainty of sanctions)
HFTRAAF FLARZEF T > A RR AL RS 45 D PNEE flH S
(Technical countermeasures) 1+ 324w f) B £ 42 /& (Perceived severity of sanctions)’ 17 2 334 ke
DB ERR T L Y 7L AWML 2 BF o A 2 i $0 i 4L ine(Moral beliefs) £
TRk eEr 75 LB~ A=A 125 14y % (Procedural countermeasures)feztieid) /e TAZ R
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5 MFE 4] # *5 (Procedural countermeasures)frinsriad) B 428 ~ HiFlE 5 4] # ¥ et Tl
=i ﬁ%?‘_ﬁfi~ Fen@ B AL AEE o

Security countermeasures Informal sanction

Perceived severity of
sanction

1
1
1
1
Procedural Ly Moral beliefs
countermeasures L
| 1
1 . 1
i Formal sanction ' . . .
! - - ' IS misuse intention
Technical Na| Perceived certainty of
- 1
countermeasures | sanctions i A 4
] i
1 1
1 1
1 1

N Age

i National culture

Power distance Individualism/Collectivism | Uncertainty avoidance | Long-term orientation

] 3-8 Hovav and D’Arcy (2012)%= 7 #i-5¢

1.8 Hu et al. (2011)#&5¢

FHEHTE 2 W (Abuse):zii-Huetal (2011)% & @ #2H 1 2 H s (7 552
F R m&rﬂ 9L H A F NI v;t,a'ﬁ)‘,E‘_(Deterrences)é:L A TG EERE FTAL D
Hpe 17 5 o %A f 7F febkre (Deterrence) % #c 5 = Ff (Second-order) % #c 0 ¢ dE AT B E AR
B (Perceived severity of sanctions) ~ 3% F2 A2 & (Perceived certainty of sanctlons) B
By = 942 & (Perceived celerity of sanctions) » ‘¢ % stkre % kg ¥ B2 F3u 021 3% b & (Perceived
informal risks)frinse it 3% b *% (Perceived formal risks); ig 4 zu4(Moral beliefs) & ¥ 8> in s p
%z 7 (Perceived intrinsic benefits) ~ zuwExE | * (Perceived risk of shame) ~ iniwzbi ;N b '
ginaer Nk 'k MAE p A irdl(Low self-control) &g & 82 B in et A x; (Percelved extrinsic
benefits) &2 324 fsx g s m dudrdt danFfoi it A F R F R TR 13 F TRE 2R L
7% L B - Huetal (2011):& - % & 473050 B € AR ~ 304/l FE % ﬁi)ﬁk?;,ﬂfr)f@—gj A
BEMTEIFL AR P 2580 RO ATREFLE -

H

Wi
I

@A

;_,

Perceived extrinsic benefits
Low self-control

Perceived intrinsic benefits
Moral beliefs " Perceived risk of shame \

Perceived informal risks

Intention to
commit
violation

Deterrence

Perceived formal risks

Bl 3-9 Huetal. (2011)#= 7 #i5¢
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(= )% "a* 3 B3t
2.1 Peace et al. (2003) -3¢

Peace et al. (2003) & = #3124 ~ # % »c* 32 % (Expected utility theory) 23+ 4 7 5 2% >
# 11 4-B 3-10 7 3 3¢ ﬁ P AR ﬁ 1 *f%*-“gy;@gﬁmwfro SR £ w o 201 B F %
P R TR LA S ’~“5°§P'F AR~ ApRpa ol 7 nilmyp s
L M E 5 LB A ) B 12 (Punishment severity) ~ e f) £ 2 1% (Punishment certainty)
BHEMAARFUDIA AR Rl EFRER 1A ,1#52#

Punishment severity

Punishment certainty

Subjective norms
Perceived behavioral control

B 3-10 Peace et al. (2003)#= 7 #i-5¢

2.2 D’Arcy et al. (2009b) -5t

D’Arcy et al. (2009b))7 = #3235 5 A A N 4cB] 3-11 7§ B 0 35 iR AT R
(Perceived certainty of sancnon)frwfrﬁ T B £ 14 (Perceived severity of sanctions) ¥ *# i i F\‘
1 R0 R AR 0 A R R e A B E F*W“’%ﬁd vR1EHH
% 2> 5T (Security policies) ~ #& 7 2" % (SETA program) 2 2 % *% % £ (Computer momtorlng)
FENE DA . GRS REAESFRIAIR P 209 R 1 0 BEFRE F RAe
TEEMHEFRER I TN E L AR FAL 2R KT VRN TRRE A

WA R SR e e e T B E e

Piracy intention

*,‘JBGTTH_

Security countermeasures Sanction perceptions . ] ]
C - — IS misuse intention
@ | Security policies Perceived certainty of
N sanction _
% | SETA program Control variables:
@ od —— Age, gender, moral
= Computer monitorin Perceived severity o commitment,
: | P g sanctions organization

® 3-11 D’Arcy et al. (2009b)#= 7 54
2.3 Zhang et al. (2009) #5-5¢
Zhang et al. (2000)t & ML % it 21 4e W] 12 47 S 0 4F 4 2 0 A e
AT G0 SR G MR p 2 gl (Low self-control) ~ s £ 212 (Punishment certainty) fr /ey b £
I(Punishment severity) § E’?‘K%? A EHEIRL TR LB A SRR X T Aok
(Self-efficacy)®: 5 o s % W # 207 8 4 4 » B R FRp Al lEF P PAIE T
EARRLREE ) S ek B I R LN Sy e
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Low self-control

| Punishment severity Digital piracy behavior

| Self-efficacy }—>| Punishment certainty

® 3-12 Zhang et al. (2009)# 7 5"
()= HEZ G A 5

AR LR A RHBEAEEGL AR R REVE LAY EH LA B0k 3297
) BT AT RE U R 2 B X A A - RORS AT B % 5 B ¥ (4 Chen
et al., 2012; Herath & Rao, 2009a; Hovav & D’Arcy., 2012; Kankanhalli et al., 2003; Pahnila et al.,
2007) > ARE = =3 P57 B F % 5% (4o D’Arcy et al., 2009b; Hovav & D’Arcy., 2012; Siponen
& Vance, 2010) 5 ¢t b > e B 122 R Rl R R T2 S - R R85k M F (40 Chen
et al., 2012; D’Arcy et al., 2009b; Herath & Rao, 2009a; Hovav & D’Arcy, 2012)2 7 & % (4-
Hovav & D’Arcy, 2012; Kankanhalli et al., 2003) &%= 3575 5 I 0 plr T S 8 2 B ¥
T 7 % B X R4 355 B ¥ (4o Herath & Rao, 2009b; Kankanhalli et al., 2003; Li et al., 2010)
3 Ak g e RS R B R R PR T < 304 3 % RE T AL € g/ A BRI IS
% A ¥ %% (4 D’Arcy & Devaraj, 2012; Guo et al., 2011, Guo & Yuan, 2012; Herath & Rao,
2009b; Hovav & D’Arcy., 2012; Li et al., 2010; Pahnila et al., 2007; Siponen et al., 2010) » &> 3%
AFT R B E S % (dcHuetal, 2011) -
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332 SHEAMMAL BE AL

@ gk a8 p gk ERE 7} iPE A~ 1R FIR
Pahnila et al. 245 Bp 3 s 8 ¢ Attitude (B = .54***) ~ normative belief (B
(2007) Attltude_, sanct_lons, Intention to employees = 24***) « habits (B = .14%)
normative beliefs, compl Survey from a
and habits Py Finnish
company
D’Arcyetal.  Perceived certainty of kf % % ¥ © Perceived severity of sanctions (ff = -.18**)
(2009b) sanctions and . : : 269
. . IS misuse intention Survey
perceived severity of employees
sanctions
Herath and Severity of penalty, kg % % ¥ © Severity of penalty (p = -.21**) ~ certainty of
Rao (2009a) certainty of detection, _ _ 310 detection (B = .26***) ~ normative beliefs (B = .40***) -
normative beliefs,  Policy compliance Survey employees peer behavior (B = .16*) ~ perceived effectiveness (B
peer behavior, and intention from 77 = Do)
perceived organizations '
effectiveness
Herath and Self-efficacy, security kg % % ¥ - Self-efficacy (B = .17**) ~ detection certainty
Rao (2009b) policy attitude, o 312 (B =.16**) ~ subjective norm (B=31***) + descriptive
punishment severity, IS security policy Survey employees norm (B = .10%)
detection certainty, compliance from 78
subjective norm, and organizations
descriptive norm
Siponen and Neutralization, 395 B¢ % % ¥ © Neutralization (B = .60***)
Vance (2010) formal sanctions, Intention to violate employees
. X . . Survey
informal sanctions, IS security policy from three
and shame organizations
Lietal. Detection probability, k¢ % % ¥ © Detection probability (B = .24***) ~ security
(2010) sanction severity, | o policy 246 risk (B = .147) ~ perceived benefits (B = -.23**) ~ personal
subjective norms, . employees = 24%x%)
i compliance Survey . norms (ff =.
security risk, intention from various

perceived benefits,
personal norms

organizations
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Hovav and 269 employees B3 ¥ 0 F W1k ~-Moral beliefs (B = -.48**) ~
D’Arcy (2012) _ and 97 MBA  perceived severity of sanctions (B = -.14**) ; # M 4
5 l\/!or%ll beliefs, . Stbdgntlsfzgm -Moral beliefs (B = -.51**) ~ perceived certainty of
erceived certainty of g iqiise intention ~ Survey o sanctions (j = -.20*)
sanctions, perceived employees and
severity of sanctions 215 MBA
students from
South Korea
Hu et al. Perceived extrinsic g % % #c © Perceived extrinsic benefits (B = .15**) »
(2011) benefits, perceived perceived intrinsic benefits (P = .33***)
intrinsic benefits, . 207 employees
. . Intention to .
perceived risk of . from five
. commit computer Survey S
shame, perceived . organizations in
. . misconduct .
informal risks, China
perceived formal
risks
Guo and Yuan Personal %7 % % #c © Personal self-sanctions (B = -.15%) ~
(2012) self-sanctions, Intentions to 306 employees workgroup sanctions (P = -.41***)
workgroup sanctions, violate security Survey from various
organizational policies organizations
sanctions
D’Arcy and IS misuse intention kg % % ¥ Security policy (B= -.14**[-.12*/-.14**) ~
Hovav Security policy, (unauthorized 507 MBA computer monitoring (B = -.17**/- 15**/- 16**) &g ¥ -
(2009a) SETA program, access, Survey samples 2% unauthorized modification ; SETA program (3 =

computer monitoring

unauthorized
modification)

-.16%*/-.14**/-.16**) kg ¥ ¥ ¥ unauthorized access

Note: p<.1, *p <.05, **p <.01, ***p <.001
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D’Arcy and Certainty*severity, B2 % % ¥ © Certainty*severity (B = -.17**) ~ social
?Zg\g)aj Soilezlsgf:”r?grl ;y Technology misuse ¢ 441 MBA  desirability pressure (B = -.24*%) ~ moral beliefs ( =
pressure, intention y samples - 41**) ~ virtual status (B= -.11%)
beliefs, virtual status,

employment level
Chen et al. Perceived severity of kg % % % Perceived severity of punishment (F-value =
(2012) punishment, Information 200 77.90%**) ~ perceived significance of reward (F-value =

_perceived security policy Experiment employees  10g 72%+*) . perceived enforcement certainty (F-value =
significance of compliance from two =26.78%%%)
reward, perceived intention organizations '
enforcement certainty
Kankanhalli et Deterrent efforts, . kp % % %< Deterrent efforts (f = .28**) ~ preventive
al. (2003) deterrent severity;, 15 se_curlty Survey 63 1S fforts (B = .22%)
: ) ’ effectiveness managers cliors (P =

preventive efforts
Thit3 Xue Punishment kg % % ¥ © perceived justice of punishment (B
etal. (2011)  expectancy, perceived 118 = .42**) -~ satisfaction (B = .20%)

justice of Compliance employees
. ) . Survey )
punishment, intention from various

satisfaction,
perceived usefulness

organizations

Note: p<.1, *p <.05, **p <.01, ***p <.001
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Guo et al. Attitude toward kp % % #c ' Relative advantage for job performance (B
(2011) S?Curity policy, =.16**) ~ perceived security risk (B = -.17**) ~
relative advantage for , workgroup norm (B = 0.9***) ~ perceived identity match
job performance, Attitude toward (B = -.11**)
perceived security non-malicious
risk, perceived security violation 306
sanctions, workgroup emplovees
norm, perceived Survey frompvaxious
Identity match organizations
Attitude toward g k7 % % #c . Attitude toward non-malicious security
sercl:a?i-tm?/lilc():llgtlijgn non-malicious violation ( = .4'17**’.") . vyorkgroup norm (B*j 23FFF) S
y ’ security violation perceived identity match (p = -.14**)
workgroup norm, . .
: - . intention
perceived identity
match
Siponen et al. Normative beliefs, . i ¥ % #c * Normative beliefs (B = .45***) ~ threat
(2010) threat appraisal Intention to raisal (B = .12%**) « self-efficacy (B = .17***) ~
solf-efficacy. compliance with app - ) **3’ -
cY, information 917 visibility (B = .09***)
response efficacy, : lici |
visibility security policies 5 femp oyees
Intention to urvey rogi]n\llgalg v kg % % ¥ © Intention to compliance with information

compliance with
information security
policies, deterrences,
rewards

Actual compliance
with information
security policies

organizations security policies (f = .40***) ~ deterrences (B = .09***)

Note: 7p<.1, *p <.05, **p <.01, ***p <.001
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PR EE G ek PR TR R A TR TR KT B REFEE R
Va2 K FEZEGF S FIigiE 757 % 5 #/x 2 (Certainty) ~ B £ (Severity) £2 i %
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(D’Arcy et al., 2009a; Guo & Yuan, 2012; Hovav & D’Arcy, 2012; Hu et al., 2011) % -
L&ﬂﬁiﬁ??%ﬁ1%?%4$&%f%§ﬁﬁﬁéimawﬁ

EE S Jﬁgﬁf F}J}lﬂ FOARIRB S T AR P I T RE A z@F mﬁ;é‘ R o
IK%A%@W bk e B TR AVRTIR Y BE 0 X - LR EREE ) RREAS R
iS ’fﬁﬁr,ﬁ' Af ¥ A A KEEFEZELZ O FPrEEE LT Fi ‘3‘ ﬁii (Seve”ty) La
(Gibbs, 1968)° 1 L5 48§ 5 A7 3 F1* rf) B g 1 R L 2! ‘kﬁ | #* F’ NFREEFF

] 57 32 % T ke

E’
A& 2R o bide Straub (1990) 1% = #3234 el B € AR R TR R 5
D’Arcy (2012)4] * = &
LR
 HE

w®
/;':,—’3+ DR R S B A F R A 1 R %2 3% 5 Hovav and
E%ﬁﬁiwﬁﬁ“@%ﬁﬁ%*ﬁﬂ¢$§%fﬁ%€@%% RS IRERE AR

R B AR FIRRIT R s 2 7 5 4 B Chenetal. (2012) 41 * WA TR 1
HRFR A RTRE ifiﬁxﬁf"*%’?ﬁ TR F R J R BRE r*ﬁﬁ%??ﬁ/?lﬁ
ﬁi}ﬁp\ S ICI - B 2 NE L W I

AP E R ERER A FIRA 1%H%m+$&%fﬁf&%§%’w %X )

e A2 & (Herath & Rao, 2000b) « 45 B M F o2 % T2 (5045 F 2 8 ¢ | F1¥ 5%
mﬁ**%*@‘?ﬁ”wﬂip%’%w%a,%’iﬁgiAﬁ ¥oFERE 2%
AR 280F ~ FE i LA 0E ~ FRARSRETE 5 32 0% ~ FRSETE S 320 ~ pLip
RETAS L GEA RGBT S SL R ISRE A @R LR T :m(mzrﬁ.mw,
2014)’ EFHOFARM L AT E T o bR ¥ 316 FQRFFF o FiF AL 2 FR

FAR > BRI R TR LW ARR Y &u14ﬁmbjdﬁuﬁzﬁiu
ﬂﬂﬁ’%f“gtﬂ;&ﬁ T TEIMAR A R TR TR R R N E L A
THREA-AAFTREL R ENAAERATFRET AT AAHEELZ R FRA D b

W AT FRET ALY § LR - B e e AP FRNIT RR

@%}%i‘ﬁﬁ%F%ﬁ 1THBTF I FEARESAREL » HFAPH

R FETERFRAIBFL I HRREPFERLRGF L AWML G

I;%‘A%’:‘PW ﬁf%la“trﬂamﬁgﬁﬁé FEE - Ll kisagd "E/F‘#&AF‘::J’F}J
AR EFEFEFL B TR A RFEZFE  FIPEEFET FE )%@‘EJ Fz %_(Certainty) @ # ¢
(Gibbs, 1968)> 2 L5 4% 5 A L JI* e FE TR EL B F 1% R FTAFT RS EF T
A% 2FK o Glde Straub (1990) 11 * & HEIL kS B AR TF R B R 1 H TN T R
Er oSS PR ER T FIRRR 1T %2t  Hovav and D’Arcy (2012)4] #* = #&EI2 %
FEFREHERERE T T AT 2 75 LR B %R R A L)
FERREF IR A sk 2 7 5 & W5 Chenetal (2012) 41 % =8 53235 4 15 3 | 1§30
?ﬂwiﬁﬁ&iﬂmﬁf’%%%mﬂ‘%ﬂ EF R REREEFRRA LS

= >

Pl RE 2275 AR

R A LA B R RS R R L R
1% 3 (Siponen & Vance, 2010) « & F it 8hAn b o R F R 2 B T2 54 p“?"ﬁ‘”#i 24
ﬁﬂ%ﬁﬁ%iﬁ%?@‘%%é@%ﬁﬂ’Zhﬁﬂzﬁ’;ﬁfi‘ﬁ % fﬁﬁ%
23 EILA R B 28 G FE RS 146 FR AL S 320 FE RS E P 324 -

28



ISR E R 5 3LiEZ Bt ok 2w 3115 R "Ti”’%f% = /@/F?]ﬁﬁ A I}i‘/i BN dERER 2
2R, 2014) 5 & F —‘F‘fia)a #BF&,@L)‘ T iE = o bldea]iE % 316 i Y %FL%-F?EW ~EEF AL R
BEEAR  AXBEFERTENEG 28 ARPE k- ENLT G H AT R
AT ECHWFR ARG o eBRE A R TR E AP M I B2 ) 0 P F
ﬁ—i@ﬂ% TFFET AT § UL o Bt d2 o AR AT iRR
DA RIHEFRAIEET I pEEF FRAK L AL AREL v AP M
3. IRFE L F I 1 %ﬂﬁm-*-‘},%iﬁ‘%f* '%%Eﬂf‘tﬁf? 5 X W Mk
Vroom and von Solms (2004):% % & F@ iR 1 \E‘} ST T A EFi e SR
+ﬁﬂup®p’u&éﬁﬂ %*,%*irnﬁfﬁﬁ #u;.wﬁﬁﬂ%e¢ FRGEHE
E]-_Lm}igj CBIEAEFE RV EREAE /z’ﬁf‘-ﬂlﬁ % TR B L 2 f”é‘igﬁfﬁ#ﬁ
¥ (Straub 1990) » FiE 544\Aﬂt+¢ PERRPEZEFAGE FJL—Q 2 7§ (Peace et al., 2003) - 7]
plescd g s R R 1 7202 {7 5 (Herath & Rao, 2009a; Straub & Nance, 1990) - Park et al.
(2012)* #ﬂ DEH SR T A A R 3 R 7 0 & I R4 5 Straub and Nance

N
&y

ETN
Jat =

h‘!‘tf \
=4

oy

(1990) { 22 3k w3k 2 Jf 4e 56 7 % imem’ﬂwar?%aazgaﬁmouﬁpiﬁ%
FI* R T AR F AL 2% ﬂk& oh 55“‘)??)5' Bk Eiﬁg &4 D’Arcy and
Hovav (2009a)#F 34 T "6 & 453>  Fal A Sui® 2 B8 R RF M T R T e Tk sugr (7

F&@ﬁiw¢g@x%ﬁ%,Kmmmmwuu@mafgﬁ*ﬂ%wm¢ﬁ~ AT 2
ZRE 0 BEFREFEHT AL AL FEIF 45 (e BRI % 28 5) > RIFT R
X 22 TF S ARG o

AP R A G FRERNTI R I EF RS pEEP RERP OB R
(Herath & Rao, 20000 Li et al., 2010)- 35" F o B4 + 2 kit 15 8 i
FRBHEHET LI RER FREFSRP SRR S
FHIZRFERAS L NELET ELP W FREF T0FTORFEFRHRP > T
AEZ BB AR CAFHETE 2 HAE AR mw;pg#ﬁi Fledr Vg
P BRI RETAE 22 BHIE L R AR P O RET T HELA 2 THE
LHETE GG R S RE 7 TEE RS g ;#Ww+%ﬁﬁ“’$i°@%
J _;i;Q[;JC R H /DU EGR

w

Ho o fiplrm et Fref 1 AR+ pHaf wkse 2 A2 A MEL w40 M
(= )#-2 8 A&f (Informal sanction)p M 2 R 1 5 T3 pREF FEAR 75 L WM

T T SLET “f/ﬂiJ—* E b e‘l,';; SR R M en2ER SNl s T oA R MR R E
2k 7 5 A W(Prattetal., 2006) > i 7 £ F 35 mﬁxwﬂﬂﬁﬁﬁéw%m 1B (Pratt
et al., 2006) » F# A3 H F LR R b I G%mml%$ ARHN R PRRER
ARBER  FA I AREFL S @ F F LTI LR A R F D N
7w R MR ROR 7 ehi7 5 & BI(Pratt et al., 2006) -

1%&ﬁiﬁ@ﬁ%ﬁﬁﬁgﬁﬁ1§ﬁ§4$ﬁ%f%iﬁﬁﬁ=iﬂ’Mﬁ
% Py B0 4532 55 (Rogers, 1983) » % Rt & 0 F I e AT 0 & F RIS
(Perceived vulnerability)frza v B £ {2 (Perceived severity) ¢ 513 & foenifgdo % » 7 0 30 ot
29



WP iR g RR X KRB ;:L x5 #FEP~% - 7 5 (Guoetal., 2011)-Workman
et al. (2007)# 7 4p d138 e & M S drif 33 l“ PRI a RS TR L TAL 2T
% o u%&p 3 ;I%;ﬁ M8 A = 0 EuATiE 5 ”'fﬁ?”’“ﬁ 1E ?]&,Dmﬂd—y /ﬁ;fﬁ‘%fﬁ b€

v A S AR E L FIRE 1R RS B R DIBORPF 2 B E A2 & (Herath &
Rao, 2000b) o g FiE 48R 0 FILf 1 ARRATiE S B E 14X > RIBUR T F R
B fcndo iy AR (FEds) o AT AT EF RAIESEERTRENS BiuTiEE
ERFTANNRFIAASNGFLZAB o8 HE* 8 L ki(lee, 2011) ~ # &> B 4 F#L(Crossler,
2010) ~ & * B 1F & % $c %8 (Lee & Larsen, 2009) - z\% T E A E 2 A4 (Herath & Rao, 2009b;
Ifinedo, 2012; Siponen et al., 2006; Siponen et al., 2010) & - &4z + it = ;I;Je s AEE B AT R
Hy : %%f;‘bﬁ 1 eEnAeis i e A % T RERT FEFTRZFEABEL v AP M
mt%%ﬁlmmﬁ&*ﬁﬁﬂﬁﬁ?+%ﬁ%%%%ﬁﬁiﬁﬁi@ I 4P B
2.3 R foit R B ? Befl a1 1§ REFRERPFERLFS AWML M

U SR gk(Fishbein & Ajzen, 1975; Herath & Rao, 2009b) » A+ ¢ 4> 7 ¢ #2582 B &L F
FEERE-fiTs e 7 A ﬁ—*&%(Subjective norms)fe4zit 4 *E,%(Descriptive norms) = & .
o AEAFET B A LR PE B ARG H AT R 7% 7 & (Fishbein & Ajzen, 1975) -
B ofe AR Ay B ARG B A f@;f*i 73% {7 % 42 & (Herath & Rao, 2009b) - Li et al.
(010)*dp Mg f 1 BFFRL 2R EY LG B ARPLHT HAHEAR
& U e g R g#%#?”ﬁi°um+%ﬁF?T’Jﬁ%%ﬁfhﬁlmﬁﬁ%
RO R AR B AT FIRLIFER Y FUR DR 5 A F E R R F IR
WmAaHw R AL TR en42 & - Siponen and Vance (2010):#= 3 a‘ﬂ l
£ SLCORA R gl ;\f‘ B et S| M 1B F TRE 2R NE L .e,ﬂ -5
FRE RTF & N fraz)@(Neutrallzatlon):h-BE ER W ﬁ%éﬁmﬂé Fom ¥ LR
A1 3275 o Guo etal. (2011)¢ ey B2 ER BT AL 2EF FREFFT
%%;&Iﬁn 13 ' 4R 4 (Workgroup norm)*ﬁi“f R ARE F L w8 A Guo and Yuan (2012)
FHEREF FAL 2P LS "ErErs FTAL 2 ‘Mrv“rj;mﬂ«d_ 7O RH) (B A
=2 m*ﬁ%)%ﬁ%‘“fé ME 1R FTAME 2L 75 o LA 7 (Bulgurcu et al., 2010; Guo et
al., 2011; Herath & Rao, 2009a; Herath & Rao, 2009b; Hu et al., 2011; Li et al., 2010; Siponen et

., 2010)4 %R 1 &% /F;E*‘Q,‘E} BFERE 2P w7 g R 1 I HE e L (Workgroup norms)
#ift 148 4 (Descriptive norms) & A §= 7 & (Normative beliefs)$f++ # E} BEAL 25cKF HF

i E,*'?K
- ]

R *}’5‘-‘{ ” “‘ ““’f‘ i

Ho: Frafl 1ontimhi A BB AT 3 pEs ksl 75 AW L
Hy o Frefl 1 imiairicd B 2 R B R 5 pEEF el 72 LI w40 M
(E)RF pREREF FEET PR FEFBRE SRR M BRI BF

% b5 (-2 65 4532 35 (Roger, 1975; 1983) » inaeif 33 M frinwhcE 125 B R g B g
BT S A R FMRBRAT g AR Mot P RT I R SR
B(rr SRt LR E ¥ ) 2 i A p fR(Intrapersonal)(4e A #2343 M & L LS 2%) % - 3 2 o

30



PELL T IE 2R T A A R arip S feib v E A B %gi" $orh ik gy
,;am(Huston 2001) > HEFAE 2T TEMMESRA IHFEFEZFZDOLE G A AR
¥ 4p B 72 3 (Peace et al., 2003; Straub, 1990; Straub&WeIke 1998)”?% R Hdon TABRR
AEFELS BT LG ORFERAPHEL AT P ERT BB T 2RKT RS Soat
CEESAH LA I HEN EROTAL 2RRET AL }_J‘f FE#BF&@ chiris 22 g (D’Arcy et
al., 2009a; Lee et al., 2004) ; Straub and Nance (1990) 7 2 3& . 58 7 & i B 4§ B 3035 T P
20N ;}Flgl‘)r‘r-;(a\u %’r'/._mléq';ﬁgh"lf\;b%; 1‘]’?);)(7 d\ %;&ﬁ%d é“?‘;'ﬁﬁfﬁng‘fﬁ;’
T PIRURT 0 R B E AR R~ MR UM - SRAIESE ~ SLATBRE frd B A R
%’ﬂﬂﬁﬂ*ﬂ%@-
Hg © T3 & f g7 3 R | 1 k)
Ho o T3 ' Sl 307 3" 2 | 1 samdf)
Hio: R+ BERP FEET ' RE A 1R RATEE T w0 M

Hu @ 23 pBSEF FERT VRS R 1 nwhkELi 0w in b

Hip ' 2+ pERF FERT YRS R 10550 o Ap i

His: 3 S F FER TV RE R 1 A RAFPLRTED v il
Hig ! 23 pRrEf b kv 2 R | 1 A AR 2 30 T 1 o AP B

= REREIIRAFEFA

%Py I AP Q}J?\- v AIHF ;g FHATe FALHR L R FFAYTEHER
78 % A~ & I 5% ) (Formal sanction) £ 2t 3¢ & F (Informal sanction) & % i ;mﬂ@ PR A w4
FHEBREZFCUTREIA FAEFTRD o AP FFBAHEEED = 08 72 = F
BRARALE L fi%ﬁr),%f MERE L %‘?—‘*‘)’rﬁm rIPF TR nﬂiwiﬁ 23T R X
B X410 R AR T ARET R AR E T B R B AR o F 0 A3
3 R K dostb - AT o
(= )& 5 &f (Formal sanction):ha 3 segc

% ¥4 & #EIL % (Gibbs, 1968) ‘ép = Jaf) B £ 14 (Severity) ~ ) Fx T4 (Certainty)
g2 = = 14 (Celerity, Swiftness) = i ?K > H Eed R ;;& iR et A AT
RPN T GE e R AELS 0 AR :@’éﬁ««‘/z 7% R - &L fEl
(Severity) £z & 24 (Certainty) 5 4* *F > T i¢ i) P AEDT AL 25 0 R G R B4
B LE 2T AT R 0 Pt At F %4 1L p4(Guo et al., 2011; Herath & Rao, 2009a) -
#- 1§ JplFE 2_{2 (Detection certainty) o » #7 3 2 H > 3 A B[ELP H P A LR BINA R AT -

Fedd) B 2 (Punishment severity)

S B E M e BRI Y dp g A RN TR ARF R TR ) TR AR - &
TIREHE T AR MRS LA S .FH,D AR & A @’ﬁ‘%%xﬁﬁ%%%% ;
YT B PB & 42 A (Herath & Rao, 2009b) %ﬁfé_ R 78 (£ 3 3g) ™ Herath and Rao (2009b):+
BALRAA ZRBIFHHETRLEEB7 e Kol I DFREFNEF T+ pEEFF

31



%%%ﬁﬁl;mg%gW$;”@ﬁéérﬁ@f FHE R OR 15 Bk ARFREF
THRBERY R AV R XTI ET RN
2. f) #2212 (Punishment certainty)

BB FE R b S HEIR G Y A A RPN R LA F PR 0 R R PRSP S o &7
FREHAT AP RRAN ALY YA FREIBRAT I pAEP A FRE LR
# % R s 5 (Siponen & Vance, 2010) - #7€ R 7 (£ 3 3%)# Siponen and Vance (2010)4r
Siponen etal. (2010)hE % 5 A# > £ kHET I FHEFRLEFRT > ¢ Fblde Do A7
TRFFREEP RERT AT R Dk N F I RHEP RER T AT R
£ iﬁﬂ%l‘%i R Yok N F RFHHEP R AT ﬁf'J%ﬂ%ﬁﬁ”"éﬁB%ﬁ
P 3E o

3.1 jpl#x =+ (Detection certainty)

WORAE A AR A Y R P EE LA A BB F AR RER - AT
Jﬁﬁfﬁ'fif“'f N SR i S ¥ P R T R1Er @3 pAE kot
F 2R o 78 B3 (£ 2 %) Herath and Rao (2009b)## Li et al. (2010):1& % 5 2 # > & 234
lafﬁﬁfﬁrg BiiFigit, & :‘,lf;ﬂ%zr : 1)%51% ¢TI A1 AT 5;; R ER 2)4r % g

RHRERS R 0 T AR FRE R Ak A F TR s AR F

SRR EI T R LB ER IE

(=) .J (Informal sanction)4p b % #

uﬁ; b MWL L 2L 3 B zljawjtﬁéa\ B oztE 7 4 *r,EL*}; Bk TR (Gibbs,
1%&’wﬁ9 NS S REARR LI AEEF LT N kend P AR % (Hovay &
D’Arcy, 2012; Li et al., 2010) » &> 242 =4+ & A (Prattetal., 2006) » &3+ 3% ¥ 1/ (R H 512 4%
i R 4 (Rogers, 1975; 1983) & A Fom TR P pF 0 € %“%IR FTaEmEme P AL
{2 (Perceived severity) ¥ iz B 3% = 4+ 4 2 4% 5 (Perceived vulnerability) 5 #* #b » A ¢ & 3 44 R 4
g - B S ) (Hovavy & DArcy, 2012) 5 ik = [F*Jc(Flshbeln & Ajzen, 1975;
Herath & Rao, 2009a) > 4+ € 247 § B8 R F WA F - 817 5 > ¢ 7 2 pLR 4§ (Subjective
norms) {4z it 1+ 48 k= (Descriptive norms) & f& .4 -

1.z3.409% 33 14 (Perceived vulnerability)

AT S B B I PW“ Faa Bgns A0 g £ 51 PR Peniz & (Milne et al., 2000)
FAEHE - BBEASY > ARRE KB € RTE ﬁi“f‘?%@ﬁvﬁ‘sﬁﬁ:—k,yod%« 2L 4
TH R e F S ”ﬁ”’““ifh SRENRT AP EMRCRILTAL FR
ALins FREFBETAT LS L EFRIRT & (blhovhi8)enis 5 (Crossler, 2010; Ifinedo,
2012) - =8 B 9F (% 440) 1 Ifinedo (2012)¢h 4 5 AA# > ¥ ZHET I HHEFRLEF B ¢
fo bl D DAk A AR FRARUAT I RETRES Rl FRT AL
:)--‘J}%fﬁ‘%fﬁﬁ;i%i,i(ﬁr;ﬁm |~ g A T8k R); 2 4ok A /hﬂbﬁj"%%ﬁ”’?‘é%% w
B AehT 3 J}%fﬁ”“%‘if),’ TR BE;3) ApR TR EEPEP;}D;%??J;;}?&E,T?%%;;
U H R 2EE 3 B (BAr A ‘JIJQ"}?:]%m‘L_i. ﬁfi}ﬁ) 4),;1?%@1\,&‘4 ﬂbﬁ o %f%ﬁ*%i?;
SRS L NS SN e S %F’Dmm"@)ﬁ,» AT GLETERT
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2.0 B & 14 (Perceived severity)

RATERE R A RERPBIEN Y A R i AL g X PR PR P RE 2R (Milne et al,
2000) ; #% 2 o RATEE A ARG B AL P L P ERA B & MR - R e
FREFRT o AR ML ERERG FFRA IR FRIIFET AT LIRS
B E E (D)4t 8) £ 42 & (Crossler, 2010; Herath & Rao, 2009b) » #=# A* 78 (£ 3 4g) ¢
Herath & Rao (2009b)n& 4 5 A# > & 3T+ }ﬁ?,ﬁ‘]‘i‘i‘ﬁxﬁ.f‘r B3m o o4 blde t AR F
Hmm+%ﬁ%fﬁﬂ*xﬂﬂ%iP”%W%ﬂ »w"*ﬁﬁfﬂ)a“w'?Hm

AR 1307 A X IR R EERF AR P (B B~ B s TR hS) R 3) 5
%?%ﬁ%ﬁ?ﬁ%fm+@&%f&%mﬁ@i?ﬁo
(2)Hw R
1.3 @R = (Subjective norms)

iﬁ%%ﬁ%iW€£*ﬁw4*§%W{@@§%F§F§Gmmm&Nmnwm%
ETFRENRT AP EMIBAF AL TREC A IRI AN E LR P B A B
1 FE R ;p’ﬁ = %F%‘f FEREST L AR R o 78 K 9E (£ 4 48) 1 Herath and Rao (2009b):8 # %
AAH T RIETF I]%fﬁfg BiEFBIT o ¢ 34 l)%)‘%r’% el g FFR 1 i",—?ffliafﬁ
B RS R  2)A A F R A R @‘} Flrid pREfs Fﬁﬁzai ) EAR= sl i A=A

BZd S FRILIBETAUEF FERR AHFROpERICA I 1l = L3/
?“%%%iﬁiiﬁﬁ°

2.#zut 12 41 = (Descriptive norms)

+

Fot A R RGLE B B A TR 17 5 iz & (Herath & Rao, 20090) - &% =+ s
BT o Ay A ERP TR TRE SR as Ak | oy gl = Fregf ok
SRR o TR F“IE(_E 3 4%)4 Herath and Rao (2009b):H& 4 5 AA# > & k35T + pRFHER
B3 @ b4t 1) Fﬁr:t.ﬂ BRIl TF :}?‘r,‘)ﬁ%—f‘» TR ;2R iffr%ﬁ 14
A —1,}’;;)3;1%14 [0 S 3)%&}%«’ M B1Ry RS :Ifijlﬁ‘?‘:;‘m X e
RUFEFRR I RETASEF BRI
3R FREREY FERT VR

ERFBFEAT AP FRTIFHEFFERTVREE S FREFL I HEL 2
E A R S R RN s Sl S s e = 2 et
Hom AR R o fgfz e 58 (= 548) D’Arcy etal. (2009a)cn& % 5 A#H > T ikfp T + f};afﬁg 3 e
Fig3T o & 3204 Dghgﬁ¢w%ﬁ‘“ﬁuﬁyﬁlﬂﬂi4%ﬁ%%%§iﬁ%%
o F g REAAMRT RS 10 2T SRR Rk A B A R R
BT R) ) F g 2 B A LR a ‘ﬁﬁ§4%ﬁ%¢%%)§%§%?
AN I RFEPFEDOTES)F IR A1 WP ALREFEL I HE ARDEEZR
¥ IE o
4ﬁﬁéi%ﬁ%f%ﬁ%%ﬁéi@

a7 3 :/?;)jf'f—*-?’f AP EREF T REEFFERPTLAMAEIFRAE L L
(Ignorance) ¢ & 71 &, (Negllgence)fl‘ Fom fEE T st 2 17 5 & BI(Siponen & Vance,
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me’#$ﬁl%ﬁﬁ?ﬁfﬁiﬁﬁ%f%ﬁﬁﬁ%%%i?ﬁ%ﬁéoi%%iﬁf%

AEFRERTFRFRTH LG5 HFER (X 54E)17 Venkatesh et al. (2012)hE # 5 A # > &
EHTFRERRLEEBT 0 f B DA e f T FRTF FEES FER 2N
SRR VAR 2 S S S8 SOEEEE L U EEE 4 S s TS
JB o

PN

d 3R E A8 P et R LR ffhﬁlg T ORRER KL AR
Bl Bl E SRt o A2 Flas FHRYPIFIFFOPIRP 2R AT
R B 372 3F (i rckili 451135, 2015) > ¢ 2 FE Y o - BB FR O E R FR
Argero 570 FEY I N EFTREFIAR D 6 BRFE f%iﬁ’ﬂiiﬁﬁ%%%ﬁﬂ
Bs Wz d @b -Pgl‘m"t”/\“rq,* 2 BIEAIR PR E &*f}‘ ER NI S T
i -FHP LRI R UL A ILEFN 2P o P EHERERP S0 R
oA - 0 FFEénPﬁ)FB"FFB'éF%E# o gLtk —»Flﬁ'—%ﬁﬁ f“biﬁilm AR EF T

ifﬁﬂw4%$%iﬁg%§@ﬁwﬁbmwlm$ A BB G At p 2014
ﬂ4”1BW%@ﬁ B RENA BT 57 3Pk P F 2B =FA L S
dr AR Ad FRMET RN S LR FE AN SEFREL > §HJRET O RA

R AR R T AEFRE > FHT BT FHRTAE LA IAE S v P 45
REHE

FoRAIT R

A EOTHAERT BA LT B F AL FAATHREELS 0 B F
BAZACHEAINFP 2 LG RN BFEFAFTBER ORI AEFTHLAFTREIRE AL
FTERZ A ITHFELIEZGRENE B EPEFTFY B2 T o ’Léﬂ} | * PASW® 18
B ATE G A A TR BB T A RO A AT E BRI, R B AR
5% (Structural Equation Model):& 7 e > 12 R ¥ 5 (R Core Team, 2013)2. plspm % i*(Sanchez,
2013)i& {7 4 AR A 47 o

B 25

- FPTER

AFRAZATPREFTSRLRP  FALEEFAITH LTSS ARG
A LB RECR AT BRI AT BRI E o
(-)AE > TR

BHEXARTHS R o LS > ST BN S 58.8% 0 T AL b E 41.2%
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£33 aa i TS o i,ﬁfg—‘ﬁ #3913 65 o A B 430 30-49 2 B TR B 5 77.5% o
H=t s 20-29 ez B > vv o)1k 145% « AR TARRE 6 > UXEBXFRT I 0EE 0 4
5 T74% > H = éP;ﬂ Tk X0k 20.8% 0 3t E PR ¢ AT 39X 5 5.1% - 3%
igg—“ﬁ Eopw2g o i B aup § X b e EY %EEFF(,ZJYJ% 34.6%) » H =x i {74 B (5 1k 30.86%) » E
AR 9 Tévlll%’ﬁw?ﬁikﬁp 31235%;5,_%,«5%‘ f’?}iim&l r & \,,15
E;ﬁ i~ % (5 ik 30.1%) 0 H = 5 16-20 & 1 iF 55 (4 31&228%) ﬁﬁZlﬁm&agﬂ

it 10% - iﬁﬁé—*ﬁ"g_mfgd\ Fde 5-1 #777 o

=
-

151 HEF AT

A7 u L i B A ()
A g 119 41.2
% 170 58.8
P 20 &~29 & 42 145
30 &~39 & 128 443
40 % ~49 % 96 33.2
50 #& 11 23 8.0
KRR A7 I 1 03
A 14 48
< g 214 74.0
B 60 20.8
Sy w4 g 32 11.1
¥ i 100 34.6
fFrc At R 89 30.8
AU FE AR 68 235
g L 40 13.8
S 249 86.1
FhA¥1 15=# 87 30.1
i 7 6-10 & 63 218
11-15 # 44 15.2
16-20 & 66 22.8
>=2]1 & 29 10.0

INEEFHNFRTF BEES FEICH S H (e 5297) A Taei 4 R
:zifﬁ -’x?ﬂ‘:(754.7%)’z\7 e AT ERE L F S A R(43.9%) 0 24 E T
xr@ B ik 1.4% -
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252 BEFAE T BFRLSBERF RER

577 Py R FA (%)
Py Ry 18 o
e+ p Ao 0 AT RPN 127 99
T R
— 4 14

()BT
SRR T ML GRS AP E AN T AR AP BRI EE TR

1% i A fie

>
|

~3+4 =5 Ho (2013, p. 57)i 3k o 4~ % ik 5 i 45 (Skewness):- 8 H Z i@ > i ik Z B 2 5
AL D Z sy = AR ENRERE S ST BTG Z et i3vx1.96 0 B A E TR T

BEW A (cE 5-397) -

\_.

/

“‘m}

253 F e

Y iR

PARE BE RTR AR PR ERL ST e arE paw
PUS1 289 1 7 522 1054 -0561 0.143 1446 0.286 -148
PUS2 289 1 7 495 1267 -0521 0.143 0482 0.286 -1.37
PUS3 289 1 7 511 1058 -0.612 0.143 1613 0.286 -1.62
PC1 289 1 7 5.23 974 -0.434 0.143 1665 0.286 -1.15
PC2 289 1 7 513 1077 -0.527 0.143 1124 0.286 -1.39
PC3 289 1 7 5.29 957 -0.427 0.143 2184 0.286 -1.13
DC1 289 1 7 506 1121 -0.250 0.143 0.324 0.286 -0.66
DC2 289 3 7 5.42 829 0374 0143 0.139 0.286 0.99
DC3 289 1 7 5.28 903 -0.192 0.143 1690 0.286 -0.51
PV1 289 2 7 538 1027 -0.362 0.143 0.705 0.286 -0.96
PV2 289 3 7 5.55 896 0.158 0.143 -401 0.286 0.42
PV3 289 2 7 5.58 879 -0.085 0.143 0598 0.286 -0.22
PV4 289 1 7 5.53 932 -0.213 0.143 1.092 0.286 -0.56
PES1 289 1 7 515 1134 -0.628 0.143 1268 0.286 -1.66
PES2 289 2 7 5.38 961 -0.291 0.143 1.066 0.286 -0.77
PES3 289 2 7 5.26 950 -0.257 0.143 0.818 0.286 -0.68
SN1 289 3 7 5.72 873 0.064 0.143 -775 0.286 0.17
SN2 289 3 7 5.70 887 0.089 0.143 -810 0.286 0.23
SN3 289 3 7 5.57 899 0.079 0.143 -541 0.286 0.21
SN4 289 4 7 5.75 867 0.127 0.143 -1.032 0.286 0.34
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% 53 ¥ Gt (W)

. it A % B
B Tk FEL — Z ws
St g R R R

pe

Mg Bk ] E &K

DN1 289 3 7 542 0929 -0.102 0.143 -098 0.286 -0.27
DN2 289 2 7 536 0954 -0.211 0.143 0.206 0.286 -0.56
DN3 289 3 7 551 0882 0.035 0.143 -0.144 0.286 0.09
TR1 289 4 7 560 0.864 0368 0.143 -0.838 0.286 0.97
TR2 289 3 7 563 0872 0269 0.143 -0.736 0.286 0.71
TR3 289 4 7 558 0.866 0419 0.143 -0.821 0.286 1.11
TR4 289 4 7 565 0.845 0398 0.143 -0.940 0.286 1.05
TR5 289 3 7 555 0856 0411 0.143 -0.562 0.286 1.09
IVPP1 289 4 7 589 0.887 -0.050 0.143 -1.215 0.286 -0.13
IVPP2 289 4 7 590 0.876 -0.044 0.143 -1.211 0.286 -0.12
IVPP3 289 4 7 590 0.880 -0.040 0.143 -1.231 0.286 -0.11

2.5 WML T

bR AR R A E S Ho (2013)2 k> kdf v £ BB (F X440 v £ B30 0.1 >
I RECT T i ] RSUER A S AP PR R A s AP ETHAREY
5 SN2 &3+ 0.1 5 Flpt 18 F A4 4517 # SN2 = 11 # i EABKPIE 4R 540

7 5-4 £ AP

o P % F S

PUS1 0.333

H) B £ 1(PUS) PUS2 0.368
PUS3 0.234

PC1 0.147

R 72 2 (PC) PC2 0.192

PC3 0.207

DC1 0.399

i jpFx 21 (DC) DC2 0.256

DC3 0.439

PV1 0.345

e 53 L (PV) PV2 0.277

PV3 0.357

PV4 0.290

PES1 0.395

A B(PES) PES2 0.293
PES3 0.432
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% 5-4 £ Mk pI(F)

H@ P2 %8 e

SN1 0.139

SN2 0.098
LRAFEN) SN3 0.154
SN4 0.181

DN1 0.185

#eitt P24 (DN) DN2 0.169
DN3 0.211

TR1 0.170

TR2 0.128

T3 pEEF BERT P R(TR) TR3 0.217
TR4 0.156

TR5 0.225

A4 i d5 Shiffler (1988):F % - #- £ P38 B3 MR E L 2 T X% @ LT <34
Yok A CEV N GHEE O AP ESET ARIE AINASERE2 GHES) T 4 Fpt At
FOR B TR T S R

(E)FRHES A4

AHEFEHN A G 0 AT R )gkzéé'ii(Henseler et al., 2009, p. 300; Hulland,
1999, p. 198) » A Bl 41412 B 21 B i 7 A 4 o

1.6 B A 49

3 TR A #;1 B TR 2 R AW S T E 4 ik g 4 (Kline, 2005) 0 A2 B
A7 m o AFF R A W) 4R ¥(Henseler et al., 2009; Hulland, 1999) : (1) # %] #* 38 § j= £ (Individual
item reliability) ; (2) i F8— 3t (Internal consistency)i& {7 4 47 o g L AHEAT T EHE TR T 2 10
o &7 % F T % & +7(Confirmatory Factor Analysis, CFA) iRy /*Jc(HenseIer etal.,
2009; Hulland, 1999)i£:x B % 7 f m 2 2 BB 7> CFA A 178 % o1 & T?m I8 B M 2
2R fmE S 084 (PESL A 38 » i wpcE ) ¢ B AT guERE(Icdk 5-54977) -

Bt pp - REFTFR G 0 2T ] «”Q'/,?’%“ A2 PNREFR P FEERA
(Composite Reliability, CR)(Fornell & Larcker, 1981; Wertz et al., 1974) &2 Cronbach s o (Halr et
al., 2010) ; 2 718~ 3 (Fornell & Larcker, 1981):% % CR & Cronbach’s o it { #FEfir® 5 & » 3

P;‘g CR& % » 74X CR E%.7 (Fornell & Larcker, 1981) » ##7 % O Birm ¥ » & i
CR & 5 0.81( 1 iprx T4 22 pwﬁ"ﬁg::ﬁ‘_ M), r BB X 4g 0 B @ Cronbach’s o ¥ &% g 5.7
(Hair et aI., 2010) > 4o E4236.9 & 7 5 B 2L % iR 4 (Excellent) » 4218.8 B % 2L % 4 (Very good)
(Kling, 2005) 7= Cronbach’s o = & » ##7 % 9 B4 & ¢ - & 4 Cronbach’s a & 5 .85(;u 4k
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) Bor B 849t B (drdk 55 #F5m ) o gt ok > AET T ¥ F] P % 3% 4€_CR ~ Cronbach’s
o MEFEREZFFE FE R AT 2 HFEI R A BN S e ka9l R
'iﬁj’\l;,)ii °

39



% 55 %ELFIZ L ITEE

e o Ly T 1o i P g CR? Cronbach’s o AVE®

i plFE T DC1 5.04 1.15 .86
DC2 5.40 0.87 93 91 .86 78

DC3 5.27 0.94 .86

Foit R # DN1 5.41 0.96 94
DN2 5.34 0.99 96 .96 94 .89

DN3 5.49 0.92 94

BT pEESFERSEFT S ICPPL 5.87 0.93 .98
i B ICPP2 5.88 0.92 .99 .99 .99 97

ICPP3 5.88 0.92 .99

Je B FE T PC1 5.22 1.01 95
PC2 5.11 1.10 94 .96 94 .89

PC3 5.28 0.99 94

AT PES1 5.14 1.16 84
PES2 5.37 0.99 92 91 .85 76

PES3 5.25 0.98 87

JaE| B E 1 PUS1 5.21 1.08 91
PUS2 4.93 1.29 .86 92 .87 .80

PUS3 5.10 1.09 .90

:x 1 CR £ % & 13 & (Composite Reliability) » 3+ 5 & ;4 2R 8 (v (28T 3 &/QRE~ h#cT > E+EE 2 1), AVE £ T 5% B 35§ (Average
Variance Extracted) » 3+ & = ;8 5 £ & T = fo2. T35
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# 55 BE M FE A 475 % (F)

15 9 55 T g I F g CR? Cronbach’s o AVE®

BELL XA PV1 5.36 1.06 .86
PV2 5.54 0.94 .90

PV3 5.56 0.92 .85 93 20 1
PV4 5.52 0.97 .89
EN - SN1 5.71 0.91 .95

SN3 5.56 0.94 94 .96 94 .90
SN4 5.73 0.91 95
T3 REE RERT VR TR1 5.58 0.90 91
TR2 5.61 0.91 94

TR3 5.56 0.91 92 97 .96 .85
TR4 5.63 0.89 93
TR5 5.64 0.90 91

311 CR £ %2 £ 3 & (Composite Reliability) » 3+ & = ;% 2 4R 28 (L (T > @/(HR 8 - 8T > E+E 8% V& £); AVE £ T1o% § 55§ (Average
Variance Extracted) » 3+ & = ;¢ SR8 e T 2 o2 Ti5E
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200 A AT

TR eh Tonk | g R o B Baripl 2 4T & R ehpt & (Hairetal, 2010) o - 4@ 3 ¥ 5
@@ 7 » & (Content validity) ~ < ar»x & (Convergent validity) &2 % %] »c & (Discriminant validity)
& =& (Hair et al., 2010; Trochim, 2001) -

(WP 5k

TN R 2% R | 4 B arw 3P| R A nf 38 8.3 & R 2% % A (Hair et al., 2010) » 7

g fBr R F PRALAE 5 4 & 2 (Face validity)(Hair et al., 2010; Trochim, 2001) > L & #d % Fo
%ww’ﬁp;idzgméﬂﬁﬁ’%uﬁmﬁipiﬁﬁww“ﬁ@ﬁ%.ﬁ@i%i

W 2 (SR gd FHRERERVTFENIT  PFRBIREAZF FALRAEIHE > mF
FrHEERELG 2, FraR o

(2)dz s B

"Mootk R REEERE LG E- e R TR KT caet B - e (Hair et

5 2010) > 2|ETHFE R AT R g jraoc R 2 BRI e 3 DR R R RE R R f A

J_Fé_ # < **.5 ¥ &7 ¥ (Bagozzi et al., 1991, p. 434; Bagozzi & Vi, 1988, p. 82) ; 2)CR & * *.6

(Bagozzi & Yi, 1988, p. 82); 2 3)Tia% R % P~§ (Average variance extracted, AVE)+ *+.5

(Bagozzi & Yi, 1988, p. 82; Fornell & Larcker, 1981) - ## 3 9O B {56 2 §78 B 17 2 R it 7] %

fAF BB 5 BAGRATREfE PESL) ; Bt - A T 4G ¢ A2 CR 5 .91(1W plFe T2 3n

TR E ) 6 2 ERE(drk 55 TF) 5 B2 0 AP HEG B2 AVE L 76(GRATRE

tipg ) g5 uEgokE(rk 55 ) e d PGSR A TRY 2 FE1 L5
(IR EALLS e Y S

B)F Wk

I 2 9 AN S PP e e SAp A7 g 38 ¢ 2 H W fE G &7 4p I h(Hulland,
1999) » »#= 3 2 Fornell and Larcker (1981)-T 32% R % B~ % (AVE)iZ X # %% %| st & - Fornell
and Larcker 3a 5 X R g hAVE BT = 4945 < v g6 B endp B Chdio RIS 27 7 HES

2% K49 % Wpc R o kJx Fornell and Larcker (1981)n= i i2 (747 1 H o % W2 R 2 T &
%:,%;Tfp T G 2 AVE T2 {REIS A H U 4G B2 4p B (k4o 5-6 ’—"LF“F) » BT AFE Y
ZHER R K S HHPTR o B EPRAR T I FF A5 ) f fF 2 (Cross loadings)

#|%7(Chin, 1998, p.321; Chin, 2010, p.671)> ##* § & & K 58 0 R & #73F ¥ 2 1% f 7
BB A& 5-797) A LR BEFENAOEE R R FLIR -SRI 27
2R A B PR a0t RE RO 0 TR T - RS R T
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% 56 ff5 TApM ¥k

% A B C D E F G H |
8 plFE T (A) .88
#oit 44 (B) 55 95
BT+ pES R T 2 L R(C) 60 .63 .99
FB) FE T 12(D) 71 47 52 .95
A E () 55 A4 45 55 .87
) B £ 14(F) .65 45 50 .84 52 .89
2495 33 14 (G) 72 64 .64 64 .68 .60 .88
A AR (H) .69 74 75 64 55 58 .76 95
T RERY EERT P R() 63 .66 74 58 51 50 67 77 92

x 1

485 AVE TS RE
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# 5-7 2 & f j= & (Cross Loadings)

E {}ii{—ﬁ-}’
A P

3 g

Rl AnBRE FEPRE O ASAETE ANELE RaRER ReREl LRRe “zfgif‘

(DC) (DN)  RpEFEL (PC) (PES) (PUS) (PV) (SN) f,ﬁ (TR;

I (ICPP)

DC1 86 43 A7 64 44 .60 .60 58 55
DC2 93 53 .60 68 57 .62 70 .68 .60
DC3 86 49 50 55 44 48 59 56 52
DN1 55 94 57 45 42 44 61 72 61
DN2 A7 96 53 39 38 .38 56 64 57
DN3 53 94 .65 48 45 45 63 74 .68
IVPP1 .60 61 .98 52 44 50 62 74 74
IVPP2 59 63 99 51 44 48 63 74 73
IVPP3 58 61 99 50 44 48 63 73 72
PC1 68 46 52 95 54 82 63 64 57
PC2 64 42 45 94 48 82 57 57 49
PC3 68 45 50 94 52 75 62 .60 57
PES1 36 26 23 36 84 35 46 30 30
PES2 50 41 41 49 92 48 62 51 46
PES3 56 46 48 55 87 50 .66 58 54
PUS1 59 42 43 72 45 91 54 53 45
PUS2 53 37 42 69 41 86 48 46 38
PUS3 .60 41 A7 82 53 90 59 56 49

44



% 5-7 2= f j= £ (Cross Loadings)()

PV1
PV2
PV3
PV4
SN1
SN3
SN4
TR1
TR2
TR3
TR4
TR5

R FE T
(DC)

.68
.65
.62
.58
.66
.64
.66
.59
.61
.58
.61
.53

Ko L FEF AR

(DN)

46
.53
.64
.61
.67
74
.69
.60
.58
61
.63
61

§HLT P

i 75 &
®1(ICPP)
50
55
62
55
70
69
73
69
71
68
71
62

Je | FE R
(PC)

.58
.61
57
A48
.64
.58
.58
54
54
54
.56
47

R B E 1
(PES)

57
.61
57
.63
54
49
52
44
46
49
.50
46

RATRE
(PUS)

.53
.57
.52
49
.58
.55
.52
47
5l
45
48
.39

By e
(PV)

.86
.90
.85
.89
72
71
74
.62
.62
.61
.62
.62

3R
(SN)

.60
71
73
.63
.95
94
.95
12
12
.70
74
.65

TERER
R
R (TR)

.53
.60
.65
.55
73
12
73
91
94
.92
.93
91
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(= )3 A0 A 44

FHE NN LA AR R I VREEF ﬁéfﬁ_ﬁfﬁ ¥ %> & J5 Henseler et al. (2009,
P.298):E 3k - Bt A &AM 2 REH R R AR AR BB S ¥k B 3 (Estimate) i (7 e T
IR G- fLﬁﬁrgﬁpi # lgl‘ﬁo BFIER o

1425\ i fie & (Goodness-of-Fit, GoF)
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ABSTRACT

The purpose of our study is to explore the factors that motivate hospital employees’ compliance
with Electronic Medical Records (EMR) privacy policy. More specifically, we draw upon the
literature of protection motivation theory (PMT) and theory of reasoned action (TRA) to investigate
information technology (IT) staff’s perceptions regarding the compliance with EMR privacy policy.
The study collects data using survey methodology. A total of 310 IT staff of hospitals was analyzed
via Structural Equation Modeling. The results revealed that perceived vulnerability and perceived
severity of the threats of EMR breaches predict IT staff’s fear arousal levels. Fear arousal, response
efficacy, self-efficacy, and subjective norm, in their turn, significantly predict IT staff’s behavioral
intention to comply with privacy policy of EMR. Response cost was not found to have any
relationship with behavioral intention. Our study contributes to the literature of EMR privacy policy
by integrating PMT and TRA, which provide a sound theoretical basis, to examine privacy policy
adherence intentions. The findings of this study also provide insights for health authorities and
hospitals in planning and designing effective strategies for improving IT staff’s’ adherence to
privacy policy in order to diminish the threat of EMR breaches.

Keywords: Electronic medical records, Privacy policy, Compliance, Protection motivation theory,
Theory of reasoned action
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