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Abstract

Recently the rapid increase in container volume make the Western Pacific Region becomes
the most rapid development region in the world. However, amost all Taiwan's international port
container volume grows up slowly, and lost the competitive advantage gradually. Moreover,
Mainland China and Hong Kong Governments devoted to port construction has put Taiwan ports
into even worse position.

The Taiwan is famous as “Technology Island”; therefore the Government has put lots efforts
on promoting ICT (information communication Technology). Therefore, the Information
communication technology offers Port authorities another opportunity to continue improving to
achieve “the goal”--- regain the sustainable competitive advantage in Asia-Pacific Region.

This study used the theory of constraint and combined the concepts of the valued-added port
characterized with safety, intelligence, and omnipresent port. Then focus on the needs of port
users, analyze the current situation of ports, identify the bottlenecks and then provide the
soI utions. Through these processes, this study found the main bottlenecks are “legal restrictions”,

“economic depression”, “insufficient hinterland”, “inadequate port infrastructure”, and “ short of
smooth integrations”. Corresponding to these bottlenecks, this study proposes workable solutions
are “ enforcing internal marketing”, *“ upgrading the IT capabilities”, “ Government take charge
of integration”, “users pay”, “redesign the compensation and reward system”, and ‘“recruiting
new employees” etc. Finally, this study formulate U-port’s marketing strategies by using ICT
applications in U-Space, that is World Wide Web, RFID and VTS/ATS in immersion marketing,
mobile communications both in transformation and sync marketing, and WLAN, WWAN, EDI in
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nexus marketing.
Keywords:. ICT, Theory of constraint, Ubiquitous Port, Ubiquitous Marketing
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ABSTRACT

Since the 911 terrorist-attack, those shipping companies and port operators, which are
engaging in shipping service for US-bound trades, are required to pay more attention to
implement various maritime security measures according to the US regulations, such as
the US Customs-Trade Partnership Against Terrorism (C-TPAT), Container Security
Initiatives (CSI) and Security and Accountability for Every Port Act (SAFE Port Act)
2006, as well as international conventions, such as the International Code for the Security
of Ships and Port Facilities (the ISPS Code). However, the adoption of these security
measures might hinder cargo flows, incur extra costs, and result in potential liabilities. It
Is necessary to develop effective and efficient ways for adopting preventive actions.

Many private sectors in shipping industry may aim to meet the minimum security
requirement as imposed on by mandatory regulations. It would mainly rely on
governments’ efforts to provide infrastructure for effective implementation. This paper
discusses the challenges for implementing those security regulations. It adopts risk
management concept to provide higher quality security measures with the minimum
impact on ship and port operations. This paper considers those mandatory regulations
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provided by the IMO and the US government, the challenges faced by ships, port

facilities, and government efforts to enforce security regulations. It aims to provide a

reference to the government agencies while implementing maritime security policy.

Keywords: Maritime security measures, ISPS Code, Anti-terrorist attack, Risk
Management, US-bound Trade, CSI, C-TPAT



DEVELOPING HIGHER MARITIME SECURITY QUALITY FOR US-BOUND
TRADES

1. INTRODUCTION

Ship and port operations are closely connected with the efficiency of global supply chain.
If a port is shut down by a terrorist attack, its economic impact will be tremendous (GAO,
2007a; Martin Associates 2001; Anderson 2002). To facilitate ship and port operations
and upgrade their service quality, it is necessary to ensure port and ship security, and thus
to avoid damage to those industries, such as shipping and manufacturing, while a port is
closed (Chang and Chiu 2003). A number of international conventions and national
regulations have promulgated, including the International Code for the Security of Ships
and Port Facilities (the ISPS Code) and the US Security and Accountability For Every
Port Act (SAFE Port Act) 2006, aiming to coordinate the efforts and resources of
government authorities, shipping companies, port facility operators, and port authorities.
These regulations require parties concerned to discover security threat and adopt
preventive measures to safeguard the ship, their crew or passengers, the cargoes, port
facilities and relevant properties from terrorist attacks. It is especially true for those ships
and port facility operators, which handle US-bound cargoes. They have been required to
meet high security standards provided by the US laws and international conventions.

On the other hand, the adoption of these security measures faces certain challenges. For
example, it may hinder cargo flows, incur extra costs, and result in potential liabilities if a
security threat causes loss of life or damage to the goods or properties. There arise the
issues of how to effectively and efficiently implement the security measures in order to
provide high service quality in maritime transportation.

By reviewing relevant laws, regulations and documents, and interviewing company
security officers of several shipping companies, this article analyzes the challenges for
implementing security measures, especially those required by the US laws or regulations.
It adopts risk management concept in order to provide solutions and suggestions parties
concerned.

2. CHALLENGES FOR [IMPLEMENTING MANDATORY SECURITY
REGULATIONS

It needs to examine the contents of mandatory requirements provided either by the

International Maritime Organization (IMO) or by the US government in order to discuss

challenges and solutions relating to the compliance with the requirements.
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2.1 Security Measures Required by the ISPS Code
IMO has promulgated the ISPS Code, which aims to establish an international framework
involving co-operation between governments, administrations, shipping companies and
port authorities to detect a security threat early and to take preventive measures against a
security threat or terrorist attacks. The ISPS Code provides the following functional
requirements (Chang and Chiu 2003):
(1) Gathering and assessing information with respect to security threats and exchanging
such information with appropriate governments;
(2) Requiring the maintenance of communication protocols for ships and port facilities;
(3) Preventing unauthorized access to ships, port facilities and their restricted areas;
(4) Preventing the introduction of unauthorized weapons, incendiary devices or
explosives to ships or port facilities;
(5) Providing means for raising the alarm in reaction to security threats or security
incidents;
(6) Requiring ship and port facility security plans based on security assessments; and,
(7) Requiring training drills and exercises to ensure familiarity with security plans and
procedures.

Because each country has its own legislative procedure, lawmaking priorities, security
and financial background, the degree of implementation of the ISPS Code differs in
countries. Also, national regulations may change from time to time aiming to prevent
security threat in different circumstances. Shipping companies and ship’s crew usually
face confusion while calling at different ports, or different port authorities require them to
meet the requirements of new laws or regulations. Moreover, in lack of applicable legal
framework, government and the port authorities may face difficulty in exercising their
public power to check the identity of suspected terrorists, inspect transportation
equipment, and detain a suspected property or cargo.

In some areas, terrorist attacks are often connected with local politics and social order.
Some countries may not allocate significant resources to implement the ISPS Code. Also,
the problems of piracy may attract more concerns from shipowners or ship operators than
security threat, although ships are vulnerable to security threat in those waters where
pirates dominate. The problems of security and piracy may have close connection.

The framework and process of adopting security measures as provided by the ISPS Code
are shown by Figures 1(Chang and Chiu 2003) and Figure 2 (Chang 2005).



___ Authorization

y

Recognized
Security
Organization

Verification / Certification

y

Information

——

Contracting Government
(or the Administration)

T

Information

Setting
Security
Levels/
Control

l

Ship (Security Assessment
/ Security Plan)
(SSO)

Adoption

!

rd
4_

< Information

Shipping Company
(CSO)

\ 4

Information / Training / Provision of Security Plan,
Assessment. etc. / Coordination / Assistance /Audit

Port State / Port
Facility Authorities
(PFSO)

Information /
Coordination

Limited Control

/ Contact /

Assistance Control

A

Records &
l

Security Measures

Certification

Ship Security Certificate

A

Figure 1 Framework and process for implementing ship security

A 4

Information/Report

_ Authorization | Contracting Government | Information/ _|  PortAuthorities |
Regulations
Approval of Port Security I
Plan/Issuance of Statement : :
of Compliance of a Port gemn% :?for?auto_n//
Facility Information ecurity oorcination
Levels/ Assistance/Control
Control/ Limited
Instruction Control
A 4 l l Information / A 4
Recognized Port Facility / Port Facility — |q— ;:S%?;Ldr'i?;mn —» Ships in Port <
Security Assessment Security Plan/Personnel Declaration Areas/ Ship
Organization — Security Officer
Security Survey, Assistance/
P P Inspection, Coordination
Verification / Certification Preparation of
Adoption Security Plan,
Recommendation, . .
Personnel Training, SDSS:)QO??HON
etc
4 \

Records

Security Measures

Port Facility Security Officers

Figure 2 Framework and process for implementing port security

2.2 Security Measures Required by the US Government
2.2.1 The Customs-Trade Partnership against Terrorism (C-TPAT)

The C-TPAT is a voluntary program that enables CBP officials to work in partnership
with private companies to review the security of their international supply chains and
improve the security of their shipments to the US. The program directs to establish
uniform standards for secure facilities, assets and equipment, procedures, and personnel
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throughout the supply chain, including the importers, carriers, and third parties.
Nevertheless, the implementation of the C-TPAT needs to improve its effectiveness and
management (GAO 2007b).

2.2.2 The Container Security Initiatives (CSI)

Under the CSI, foreign governments sign bilateral agreements with the US CBP to allow
teams of US Customs officials to station at foreign seaports in order to identify cargo
container shipments at risk of containing weapon of mass destruction. This program aims
to extend the US zone of security by pre-screening containers posing a potential security
risk before they leaves foreign ports for US ports. It will enhance container handling
efficiency through the supply chain at the US side, while carriers and shippers have to
invest huge capital on system development at loading ports to comply with the CSI.

The CSI program faces the following challenges:

1. To ensure sufficient and qualified staff for targeting high risk containers.

2. To develop an international consensus on sovereignty concerns and technical
requirements (GAO 2007).

3. To ensure that designed high-risk containers are inspected by continuously refining
the performance measures, and to track the effectiveness of CSI program by
streamlining the number of measures it uses.

4. To continuously refine its automated targeting system (ATS), which has been designed
to analyze shipping information and identify suspicious containers, based on shipping
information (manifest, bills of lading, and entry data).

2.2.3 24-Hour Advance Cargo Reporting

Under 24-hour Rule, each carrier, including Non-Vessel Operating Common Carrier
(NVOCQ), is requested to file manifest data with the US CBP, 24 hours before loading
containerized cargoes at a foreign port aboard a ship bound for the US. This practice
might cause a serious disruption of the information flow and documentation procedures
for the international shipping trade, especially for NVOCCs. However, merely filing and
examining manifest may not provide sufficient information for detecting high-risk
containers. It needs much more information, including transshipment information through
a foreign port. Furthermore, it would be difficult to inspect those cargoes while they
remain on board the ship within a foreign transshipment port.

2.2.4 SAFE Port Act 2006

The US Security and Accountability for Every Port Act (SAFE Port Act) 2006 was
enacted to provide a comprehensive legislative measures to the US government. It
includes the following provisions:



1. It codifies the CSI and the C-TPAT. Two programs are administered by US CBP to
help reduce threats associated with cargo shipped in containers. It also established the
Domestic Nuclear Detection Office (DNDO), which is responsible for conducting
research, development, testing, and evaluation of radiation detection equipment;

2. It requires interagency operational centers where agencies organize to fit the security
needs of the port area at selected ports;

3. It sets an implementation schedule and fee restriction for Transport Worker
Identification Credentials (TWIC);

4. 1t requires all containers entering high-volume the US ports to be scanned for
radiation sources by December 31 2007 (but, it appears that the government agencies
failed to meet the scheduled deadline);

5. It requires additional data be made available to the US CBP for targeting cargo
containers for inspection;

6. It contains possible changes to the ATS. The Act instructs Customs to look at the cost,
benefit, and feasibility of requiring additional non-manifest documentation, reducing
the time period allowed to revise a manifest and to submit entry data elements, for
vessel or cargo, and other actions that would improve the ATS.

3. CHALLENGES FOR SHIP’S ADOPTION OF SECURITY MEASURES
Ships may face the following challenges while adopting security measures:

3.1 Gathering, exchange and judgment of information

The collection and judgment of security-related information might be beyond the level

which company security officers or ship security officers can deal with. Such a burden

will be mainly on government authorities. It would be difficult to require shipping
companies to allocate significant resources in the collection of security-related
information. Also, the information collected by governments may be treated as
confidential and may not be circulated widely among commercial circles enabling

shipping companies to inform their fleet for taking appropriate measures. Nevertheless, a

shipping company must carry out background checks for its current and future employees,

and provide its shipmasters updated security-related information, including:

(1) Who is responsible for appointing the member of the crew or other persons currently
employed or engaged on board the ship, especially when the employment of the crew
are arranged through a ship management company.

(2) Who is responsible for deciding the employment of the ship, especially when the ship
Is chartered out, and the charterer is entitled to decide the employment of the ship.

(3) Who are the parties to charterparties, especially when the ship is employed under the
time charter, including the identity of the sub-charterer, and relevant information for
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keeping awareness and taking preventive measures, if necessary.

3.2 Time-consuming problems

It would consume much time in the following issues:

(1) It takes time to cultivate skilled staff, including company security officers and ship
security officers, in order to require him to possess security knowledge, and take
appropriate responses or measures. It would be difficult to require a chief officer to
undertake complicated security task, and to be familiar with the assigned security
duties at all security levels, if he only accepts several training courses.

(2) It also needs a long period of time to ensure all security-related personnel in shipping
companies to aware the full contents of their security duties, and effectively adopt
appropriate measures.

(3) Each government needs sufficient time to enact relevant laws and regulations, as well
as administrative procedures, for implementing the maritime security measures.

3.3 Coordination and cooperation

The ISPS Code and certain US laws and regulations require coordination and cooperation

among those parties concerned while implementing security measures. There exist

challenges if one of the parties fails to meet the following requirements:

(1) The shipping company or the company security officer must ensure all personnel
capable of responding to a security threat or breach of security. And, the shipmaster
shall liaise at the earliest opportunity with the port facility security officer of the port
the ship intending to visit.

(2) A ship security officer shall coordinate various personnel while the ship is handling
cargoes, stores, or bunkers. He must report to the company security officer any
deficiencies and non-conformities identified and record all security incidents. It
becomes crucial to maintain ship-to-ship or ship-to-facility interface operations for
each security level in a successful preventive action.

(3) Government agencies should establish the best methods and procedures in order to
provide information to those ships flying its flag or intending to enter into its ports or
staying at its ports. In the case of an imminent attack, the flag state should recommend
certain security measures to be adopted by the ships, e.g. searching for assistance
from nearby coastal states, and procedures for liaison between port facility officers
and ship security officers. Nevertheless, for those ships flying flag of convenience,
their flag state is usually unable to provide the above support effectively and timely.

3.4 Ships’ abilities to implement the required measures
Except for those routine works in navigating their ship, Ship’s crew have to meet various
requirements demanded by the IMO Conventions, including the on-duty training and
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requirements provided by the International Safety Management Code (ISM Code), and

those security measures according to the mandatory regulations. Ships or shipping

companies may face the following difficulties in implementing security measures:

(1) Since the ship security officers are trained by the company security officers of the
same company, it is doubtful whether the result of the training is satisfied.

(2) Small or medium shipping companies may be difficult to develop its ship security
plans by themselves for lack of resources. Shipping companies have to bear extra
costs, including the training and the certification costs for company or ship security
officers, the costs for installing, maintaining security equipment, and the costs for the
assessment of ship security plan, etc. Such accrued costs may not be fully shifted to
cargo owners by assessing a surcharge.

(3) There exist certain problems of heavy working load imposed on seafarers. Their
overloaded burden might result in less effectiveness while implementing security
measures (Lin and Jeng). If the number of seafarers has to be increased in order to
carry out the above tasks effectively, it would inevitably increase the ship’s operating
costs.

4. CHALLENGES FOR PORTS’ ADOPTION OF SECURITY MEASURES
While implementing security measures, ports and port facility operators may face the
following challenges:

4.1 Personnel abilities and awareness

While port authority and port facility operators are ensuring their employees have

competence, and the ability to deal with security threats, they may face the following

difficulties:

(1) Port facility security officers have to coordinate among ships, shipping companies,
port authorities, governments, local administrations, and any other entities connected
with security. To deal with port facility security matters, they should remain in the
port authority facility organization. However, their command and coordination
systems shall not be limited to the port organization structure. For the purpose of
achieving better performance, port facility security officers, including those working
for privatized ports, shall be authorized to undertake their duties independently.

(2) Maritime security exercises would benefit from timely and complete after-action
reports, increased collaboration across government agencies, and broader port-level
coordination. Comprehensive security training, drill and exercises will ensure those
people whose job is to maintain security to perform their job properly (Hawkes 1989).
However, a port security exercise improvement plan has to overcome the following
difficulties: (a) how to set the scope of the program; (b) how to complete after-action
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reports in a timely and thorough manner; and (c) how to ensure that all relevant
agencies participate,

(3) The faster growth rate of container throughput at Far East ports will result in lack of
experienced personnel, who are required to possess security knowledge, maintain
awareness of all personnel, facilities or cargoes, collect and judge security-related
information, and take appropriate responses or measures. The ports need to
continuously hire and train new staff, and the re-assess compliance with security
standards. While the US government promote some programs to upgrade security
standards in foreign ports, its officials do not have sufficient resources to directly
assist countries they visit with more in-depth training or technical assistance. They
can only provide opportunities to identify potential areas to improve or help sustain
the security measures put in place, other than sharing best practice or providing
presentations on security practices (GAO 2007b).

4.2 Lack of sufficient supports

Port facility operators may not effectively implement the ISPS Code for lack of sufficient

resources, for example:

(1) Lack of security information. Many developing countries might not be able to
establish their own security information-gathering system and anti-terrorist strike
forces by themselves for lack of know-how and sufficient financial resource. Also,
certain information is deemed confidential so that how to share such information
enabling port facility operators to response would be important for achieving higher
quality security standard. It needs to refine security sharing procedures in order to
coordinate with government agencies and other operators. Moreover, it would be
doubtable whether or not every port facility can be well equipped with security alert
system and fully meet the requirements.

(2) Lack of sufficient finance support. The installation of physical security measures
mandated by the security plan could be an expensive matter if extensive infrastructure
or modifications must be developed in port areas, such as security fencing, barriers, as
well as safety guards (Hidehiro 2003). It therefore needs to determine the criteria of
choosing how many measures to be performed with priority, how far or extent to be
implemented, and what their performance indexes are.

(3) It would be difficult to ask a private port facility operator to allocate significant
budget to improve its security facilities. Even if the port facility is run by public
sectors, there still exist commercial considerations of operational efficiency.

5. GOVERNMENTS” EFFORTS TO ENFORCE MARITIME SECURITY
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MEASURES

For developing higher quality security measures with resources constraints, it would
mainly rely on governments’ efforts, since governments are able to promulgate
regulations, enforce, and control the performance of the implementation. It is suggested
that governments adopt risk management approach, proper information collection and
sharing, and international cooperation to achieve the above goals (GAO 2003).

5.1 Risk Management Approach

5.1.1 Risk Management Concept

Based on the security challenges discussed above, risk management approach for higher
security quality can be divided into the following elements (as shown by Figure 3):

1.

Threat assessment, to identify adverse events that may affect any entity, such as
transportation staff, passengers, conveyances, access control, cargo and baggage, port
facilities and ships.

Vulnerability assessment, to identify weaknesses in physical structures, personnel
protection systems, processes or other areas that may be exploited by terrorists.
Criticality assessment, to identify and evaluate an entity’s assets or operations based
on a variety of factors, including importance of an asset or function.

Risk assessment, to qualitatively and/or quantitatively determine the likelihood of an
adverse event occurring and the severity, or impact, of its consequences. Risk
assessment plays a vital role in risk management approach because it links
vulnerability/criticality assessments and risk mitigation.

Risk characterization, to involve designing risk on a scale (low, medium or high).

Risk mitigation, to adopt certain responsive actions by considering risk, costs, and
other implementation factors. Governments have to consider an efficient way to
allocate resources available, and estimate the relative impact of mitigation alternative
and determine the optimal investments in these alternatives based on cost and benefit
analysis. A system approach to risk management can enhance the efficiency of
security efforts. It encompasses actions taken in all organizational areas, including
personnel, processes, technology, infrastructure, and governance. It also integrates the
capabilities of governments and commercial interests throughout the world.
Monitoring and evaluation, to keep risk management current and relevant, by
continuous repetitive assessment process.
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Figure 3 Elements and Process of Risk Management Approach

5.1.2 Interactive Risk Assessment Process

An interactive risk assessment process is suggested to substitute a static risk assessment
process. The latter is often used to assess security threat through manifest or other
information provided by carriers and cargo owners. But, the interactive risk assessment
makes use of internet, satellite and biometric technologies to communicate with each
other. It will determine not only specific pre-arrival information about the ship, its cargo,
and its crew, but also audit those information relating to their ship managers, their owners
(financial backing for the ship), their commercial charter, and the associated marine
terminal operator. It will also allow those stakeholders, including arriving ships, their
crews, cargo owners and terminal operators, to voluntarily link with port officials via a
world-wide-web application to text communications. Such a process will accumulate an
assortment of information and establish a more comprehensive database about the marine
industry enterprise, and thus provide effective and efficient information for adopt
anti-terrorism action.

The interactive risk assessment will also allow legitimate shipping and chartering
companies and marine terminals with access to the maritime green lane, and provide the
opportunities to improve port security and simultaneously enhance maritime commerce.
Therefore, it would encourage those legitimate ship owners, cargo consignees or
charterers, and terminal operators to voluntarily participate and answer any and all port
official questions, especially while the ship is at sea, and avoid unnecessary delay.

5.2 Information Collection and Sharing
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Another key component of risk management is to have relevant, reliable, and timely
information available to assess performance over time and to correct deficiencies as they
occur. It requires different entities to communicate effectively, including sharing
information. Through information sharing, different entities and participants in a security
operation can enhance the partnership and improve the allocation of resources across
jurisdictional boundaries for deterring, preventing, or responding to a possible terrorist
attack at the nation’s ports. Nevertheless, the following measures can be adopted to
further enhance security quality:

1. Domestic and international cooperation for gathering, identifying, analyzing, and
disseminating key information within and among government entities. It needs to
address potential overlapping responsibility for clear and coordinated actions across
the agencies, such as leadership roles for Coast Guard of each country and its
interagency partners.

2. Better resource allocation for investment in information system, sensor network, and
facilities upgrades and expansions.

3. Establishment of new structure and procedures for effectively sharing information. It
needs to develop formal procedure so that government agencies and their officials can
use common databases as management tool to monitor. Also, the ability to share
classified information can improve the ability to deter, prevent, and respond to a
potential terrorist attack. The way information to be shared varies depending on their
purpose and mission, leadership and organization, membership, and resources. It
needs to raise the awareness of relevant government agencies and shipping circles
about the process of applying for security clearance for information sharing

5.3 International Cooperation

The growing interdependence of nations requires policymakers to recognize the need to
work in partnerships across international boundaries to achieve vital national goals. This
involves all nations that have an interest in maritime security, as well as the ability and
willingness to take steps to defeat terrorism and maritime crime. While enforcing those
security initiatives, the US government needs to specify details of how participating
countries’ customs officials will implement the mutual recognition arrangement, and what
benefits, if any, can be allotted to members of other countries.

The following initiatives have been suggested to be coordinated by the US Department of

State (GAO 2005):

(1) Implementing standardized international security and World Customs Organization
(WCO) frameworks for customs practices and standards to ensure that goods and
people entering a country do not pose a threat,

(2) Expanding the use of modernized and automated systems, processes, and trade-data
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information to make vessel registration, ownership, and operation, as well as crew
and cargo identification, more transparent and readily available in a timely manner,

(3) Developing, funding, and implementing effective measures for interdicting
suspected terrorists or criminals,

(4) Developing and expanding means for rapid exchange among governments of
relevant intelligence and law enforcement information concerning suspected
terrorist or criminal activity in the maritime domain,

(5) Adopting streamlined procedures to verify nationality and take appropriate and
verifiable enforcement action against vessels, in a timely manner and consistent
with the doctrine of exclusive flag state jurisdiction,

(6) Expanding the US Government’s capacities to prescreen international cargo prior to
loading,

(7) Adopting procedures for enforcement action against vessels entering or leaving a
nation’s ports, internal waters, or territorial seas when they are reasonably suspected
of carrying terrorists or criminals or supporting a terrorist or criminal endeavor, and

(8) Adopting streamlined procedures for inspecting vessel reasonably suspected of
carrying suspicious cargo and seizing such cargo when it is identified as subject to
confiscation.

6. CONCLUSIONS AND SUGGESTIONS

6.1 Conclusions

Maritime security is closely connected with the maintenance of supply chains and thus

significantly contributes to a country’s economics. It may also directly or indirectly

benefit marine transportation, port security, and public interests. For long-term success, it
requires the following structures to fight against terrorism and help ensure higher quality
security standards:

(1) To establish and maintain international standards of accountability. The international
community has developed a compelling body of international obligations relating to
counterterrorism.

(2) To strengthen coalitions and partnerships.

(3) To enhance government architecture and interagency collaboration.

(4) To foster intellectual and human capital

For ships and shipping companies, high security quality will provide a safe operational
environment for ships, cargoes and personnel in the port areas although it may cause
certain inconvenience and incur extra costs while implementing security measures.
Shipping companies must deem the implementation of security measures as giving
positive benefits and not simply as a matter of burden.
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For port authorities and port facility operators, port security relies on adequate
information on any change of security level, and timely reaction as required by the port
facility security plan (Hawkes 1989). If a port facility operator is willing to commit the
time, budget and other resources to develop and implement a security plan, it will insulate
itself as much as possible from negligence liability, and achieve certain commercial
advantages, e.g. to prevent the port from becoming an unsafe port, which will prevent
ships from using that port.

For government agencies, as the cost of physical protective measures in terms of money
and manpower might be high, maximum security measures can not be achieved under all
circumstances. By means of risk management approach, government agencies can specify
areas of vulnerability in order to allocate resources for adopting security measures in an
ideal situation: effectiveness and efficiency. The following criteria can be applied for

determining the scope of security measures (Hawkes 1989):

(1) Vulnerability of potential risks, such as the nature and sensitivity of cargoes,
equipment or location, as well as evaluation of the risk by considering the capacity of
potential attackers, the economic and political situation of the area involved, and the
geographical location, etc.

(2) Criticality of security measures on business and operational efficiency. Alternative
measures need to be considered as well as evaluation of the port facility’s security
requirements, the priority of protective measures, and decisions concerning the
allocation of resources to better protection of the port facility.

(3) Practical limitations, such as the physical characteristics of the vessel, facility, or
installation, as well as the availability of security equipment or infrastructure.

(4) Evaluation of the security capacities of all available external resources, funds, external
support, and the nature of that support.

While implementing security measures, governments need to consider the benefit
resulting from the balance among: (1) the competing goals of providing port security; (2)
facilitating trade; (3) collecting trade revenues. The strategic objectives of government
maritime security plan would focus on:

(1) preserving the freedom of the seas;

(2) facilitating and defending commerce to ensure this uninterrupted flow of shipping;

(3) facilitating the movement of desirable goods and people across US borders, while

screening out dangerous people and material.

6.2 Suggestions
To overcome the above challenges, it needs to develop strategic plan, plan their better use
of human capital, establish risk assessment process, and improve the operations of those
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Initiatives in order to enhance the effectiveness and efficiency of the implementation of

ship security. It is suggested that:

(1) For those US bound ships, which are imposed on duties of implementing CSI,
C-TPAT programs, etc., shipowners and ship operators shall endeavor their efforts to
adopt advanced technology for containerized cargo, such as electronic sealing system
to record the movement of containers. It is necessary to embed security into
commercial practices to reduce vulnerabilities and facilitate commerce, including the
adoption of CSI, C-TPAT, 24-hour Rule. It needs to encourage the private sectors, by
means of outcome-based security standards, incentives, and market mechanisms, to
conduct comprehensive self-assessments of their supply chain security practices;
adhere voluntarily to baseline security criteria; and implement other regulatory
security measures as deemed necessary by the US Department of Homeland
Security. Verification and compliance procedures by the private sector, as well as the
use of technology to allow greater visibility into the supply chain, will enable the
government agencies to develop more accurate processes for detecting high-risk cargo.
In short, security measures must:

a. be aligned and embedded with supply chain information flows and business
processes;

b. keep pace with supply chain developments;

c. optimize the use of exiting databases; and

d. be implemented with the minimum essential impact on commercial and trade-flow
costs and operations.

(2) 1t would be helpful to adopt risk management approach to develop an effective and
efficient security system, including vulnerability and criticality assessment, risk
assessment, and the adoption of mitigation actions.

(3) The enactment of relevant laws and regulations is essential to implement the security
measures. These laws and regulations must include those rules and procedures to
inspect and detain a ship, the administrative penalties and criminal penalties for the
violation, etc.

(4) It is suggested to develop a national maritime security plan, providing the following
matters:

a. Collection and exchange of security-related information;
b. Co-operation of personnel training;
c. Allocation of sufficient resources for the purpose of providing financial supports
to port facility operators and shipping companies;
d. Unified definition of terrorists in local laws in order to extradite them to a right
jurisdiction or try the case;
Implementation of port state control and port facility security measures.
Promotion of international cooperation and assistance.
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